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Abstract—Crime in technology resource constrained environ-
ments has been shown to adversely affect economic growth by
deterring investment and triggering emigration. To address this
secure reporting channels are being investigated to encouraging
anonymous crime reporting. In this paper, we present a system
(CryHelp App) developed to enable residents of a university com-
munity situated in technology resource constrained environment
to facilitate secure and covert crime reporting. We focus primarily
on the usability of the application. The system was developed
on the basis of user centric iterative approach. Deployment
and evaluation results of our prototype system demonstrate that
overall the system scored a 77.06% usability rating with a
standard deviation of 0.05 for contributing scores on System Use,
Information Quality and Interface Quality. This is indicative of
the fact that users found the system to be very usable.

I. INTRODUCTION

The penetration of mobile devices in technology resource
constrained environments has triggered research towards using
mobile devices for submitting crime reports to law enforcement
agencies [1] [2]. Outcomes of studies indicate that mobile
phone usage has not achieved widespread popularity as a
crime reporting medium in technology resource constrained
environments. Therefore a key concern users have with respect
to mobile crime reporting systems is that of privacy.

Furthermore, outcomes of some other studies [3] [4] [5]
reveal that a mobile device can serve as a security assurance
in reporting crime especially if the victim needs someone
to come to their aid immediately. However, according to the
studies carried out in [6] users have different perspectives about
the value of the security offered by their mobile device. For
instance, some users publicly utilize their mobile device to
express their connectivity as a means to ward off potential
attackers while others see value in utilizing the device only
after they have been attacked.

A. Motivation and Problem Statement

Unreported crime due to fear of privacy violations is an
ongoing concern in technology resource constrained environ-
ments [7]. In a recent report from the South African Institute
of Race Relations (SAIRR) roughly half of all crimes are
never reported to the police [7]. This high rate of unreported
crimes could affect the society in decision making and law
enforcement agencies in allocation of resources. As a result,
there is a need for a crime reporting platform that guarantees
anonymity and security.

Crime reporting and the likelihood of an individual making
a report are not as simple as filling a form as researched in [12].
It has been found that the digitising of the reporting process
not only improves the likelihood of individuals to make crime
reports but can also yield more comprehensive and meaningful
reports.

According to [3] [12] [11], it is perceived that the use of
mobile devices provides a good security platform for crime
report. As a result, there is a need for a mobile application
that can facilitate crime reporting in a secured and covert way.
To this regard an interface must be designed that serves the
full functionality of the paper based service whilst incorpo-
rating good design principles and ensuring it suits the mobile
platform.

B. Contribution

In order to create an application that facilitates report crime
in a secured and covert way, we digitised the crime reporting
System in a University Campus setting. We achieved this by
breaking down our solution to two components: front and
back end. The system back-end addresses the communication
and storage of the application. The front-end focuses on the
development of the user interface. The interface allows users to
create and effectively fill crime reports resembling the existing
paper based crime report in a secured and covert way. The
interface also allows for two types of crime reports. The
first, which is tagged “a full crime report” is based on the
digitisation of the existing paper based reporting system. The
second report type tagged “emergency report” will automati-
cally compile relevant user data and allow the user to send a
report quickly in adverse conditions. The focus of this paper
is on the front-end.

C. Outline

The rest of the paper is structured as follows. In Section
2, we present related work on privacy notions and exist-
ing cry reporting applications with major focus on those
in technology resource constrained environments. Section 3,
presents usability and interface design principles for our crime
reporting application. In Section 4, we present results from our
implementation and conclude in Section 5.

II. RELATED WORK

Related work is analysed first by looking at privacy in mo-
bile devices and second, via general crime reporting systems
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with major focus on those in technology resource constrained
environments.

With the advent of mobile technology, more and more
applications are been designed. These applications focus on
providing relevant information to the individual by means of
aggregating data, both from the user and from other individuals
and as such compromise to a personal privacy is under question
[4].

Personal privacy can be invaded in numerous ways on
a mobile device. In order to gain and supply relevant data
to users, location based services are often employed. This
location data could play a vital role in designing a crime
reporting system, allowing relevant authorities to figure out the
exact location of victims in order to act swiftly. However the
possible intrusion of location data, by unauthorized individuals
presents a serious threat to the user’s privacy. This vulnerability
could result in cyber-attacks, spamming and inference attacks
not to mention the physical security risk of strangers knowing
the user’s movement patterns and current location [5].

City Sourced (CS) [8] is “a real time mobile civic engage-
ment platform”. It allows users who download and install the
application to report a public issue. A major disadvantage of
this application is that it only caters for civil matters such
as dilapidation and vandalism of public and private areas.
Additionally it does not support emergency report.

Crime Line [9] is an initiative of the South African com-
munity, endorsed by South Africa Police Service (SAPS) to
help report crimes and wrong doers. As a website and hot-
line it provides a platform for users to give information on
a crime that has or is suspected to happen. When reporting
via the web, the report is compiled as a tip off; users can
report suspicious activity anonymously or supply their contact
details. Crime Line then compiles the report and sends it to
the relevant local authorities. A major setback of this system
is that it is a web-based application.

Crime Push [10] is a mobile crime reporting application
that gained much media attention during its launch, being
featured on numerous television reports. Users can send an
image and a description of what is happening in their surround-
ings. It also allows users to choose whom to send the report
to, for instance medical contacts, family or the police. Key
points in the Crime Push interface are that it uses icons and
descriptions to help users quickly categorise a report, avoiding
long possibly unnecessary text input and overall making the
reporting process less time consuming. It uses large buttons
and icons which also help make the process less daunting for
nervous or first time users. Finally a red interactive bar is used
to send the final report; ensuring users do not send a report
mistakenly.

It is clear from existing work on crime reporting system in
technology resource constrained environments that there is a
need to integrate a component that will facilitate a secured
emergency report of crime in cases of adverse conditions.
Also, literature affirms that the use of mobile device to report
crime ensures report is secure. In our work, we achieved
reporting of an emergency crime by allowing users also to
send a crime report covertly with little or no textual input in
adverse conditions. We achieved this by allowing the following
input: touch based gesture, motion based and audio input.

Each input method was mapped to a different output method.
Correct touch gestures resulted in a visual response. When a
motion based input was detected haptic feedback was used for
output. For microphone input, a sound was used to confirm
the acknowledgement of the message.

III. SYSTEM DESIGN AND ARCHITECTURE

In our mobile crime reporting system (CryHelp), the user
(reporter) uses a mobile device that runs Android Operating
System to report crime incidents to a law enforcement au-
thorities. Our framework consists of three main components
namely, the “User Interface”, “Secure Data Transfer” and
“Data Storage”. The user interface component enables users
to create and effectively fill crime reports resembling the
existing paper based crime report. The secure data transfer
enables successful transfer of data from the mobile device
into data storage. The data storage component manages the
data collected from all the user reports that are sent to the
authorities. It also manages the access control to the data
within the authority organisation. The focus of this paper is
on the user interface component.

In order to develop the user interface component of the
CryHelp App, the user-centred design methodology in an
iterative manner was used throughout the development stage
of the Mobile Crime Application System. The objective of the
design is firstly to investigate whether a mobile device can
be used effectively to create a crime report based on existing
crime reports used by law enforcement authorities. Secondly to
investigate to what extent it is possible to create crime reports
instantly to act as panic buttons in emergency situations.

A. Requirement Analysis

Early in the design process it was necessary to first list
all that the requirements the application was intended to meet.
These requirements align with the aim of the design, and in
fact must be met in order to meet this aim. Requirements
analysis was elicited primarily using interviews, discussions
and the study of the literature as discussed before in the back-
ground chapter. Functional requirements define the function of
the system. Key stakeholders identified for identifying these
requirements were an Information Security Researcher and a
crime Investigation Officer. Figure 1 shows the system diagram
of the CryHelp App.

The functional requirements are classified into two cate-
gories: emergency and standard crime reports. The standard
crime reports enables end user to use a mobile device to
carry out a substantial crime report. The emergency crime
report function enables user to use a mobile device to use
a single input that enables reporter to submit a crime report.
The non-functional requirements is classified into two. Firstly,
the platform on which the system must run and secondly,
the format storage for the input. The system must run on an
Android device platform. The system must store user data in
a XML file.

B. Iterative User Interface Design

In order to understand the crime reporting process and the
users of the system, we carried out a mock crime reporting
process.

425



Fig. 1: CryHelp App System Diagram

1) User Requirements: A small sample of 5 users was
selected to source user experiences with reporting crimes. The
sample contained users who had been affected by crime before
and only one user whom had never been personally affected by
crime. The requirements were also supplemented by debriefing
sessions carried out before and after prototype interaction using
questionnaires. Users identified that they want the application
to be easy to use, have option to hide user’s identity, option
to save the current report, option to allow users to fill it
later and allow quick convenient input. Some users wanted
a guarantee that the personal information provided would be
stored securely.

2) Prototypes: Using the iterative design model, we de-
velop prototypes. Prototyping is a means of letting users
test a tangible element of the system, and is employed as a
means of gathering user input. In this research, the use of
prototypes allowed design of the interface to undergo criticism
and evaluation.

We employed both low and high fidelity prototypes for the
design process. Figure 2 shows the iterative cycle involved in
the prototype design.

Fig. 2: Iterative Design Cycle

Paper based prototypes were used for the low fidelity
prototyping. These prototypes were not only cheap to produce
but also allowed users to manipulate them freely, without
having to need computer skills or use a computer at all. Paper
prototypes however have the disadvantage of being unable to
implement numerous features such as animation and gesture
input. Figure 3 shows examples of our paper prototypes. High
fidelity prototyping was used when the basic interface model
had been fleshed out. Prototypes were more involving and
designed to work on the target device.

Fig. 3: Sample paper prototype Images

C. Emergency Reporting Design

The idea of quickly sending a report even in adverse
conditions proved a difficult task to design and test, as previous
works [13] had stated with regards to limitations of testing
natural user interaction on a mobile device. In order to source
suggestions we used the intended users of the system. Users
brainstormed numerous ideas that covered nearly the full
spectrum of sensors available on a typical target mobile device.
A few propositions included being able to drop the device in a
panic, throwing the device into the air, scribbling letters onto
the touch surface or simply pressing a button on the device
similar to E9 in effect.

IV. DESIGN IMPLEMENTATION

We designed a simple-to-use and flexible user-interface
that produced content similar to what we mocked up using
our paper prototype in order to produce content in a format
that would fit on any android mobile phones. The design
implementation consists of two iterations.

The objective of the first iteration is to get users to under-
stand what a crime report is and help design an interface that is
a logical extension of what the users understand a crime report
to be. To achieve the objective of the first iteration, the users
were given design input on the full crime reporting scenario,
particularly the data capture. The design arguments and notes
were written down by the designer for later reference. The
users immediately identified 3 main functions with regard to
the reporting process which are as follows: Main Screen, User
Details Form and Full Report.

The objective of the second iteration is to present and
evaluate the aggregated interface. It also implement scenario
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tests and perform finer changes on the existing system. Based
on the comments received from end users in the first iteration,
the main screen received significant changes. One of the major
change is that the user details functionality was removed
completely. Users are only prompted for their details if they
are using the application for the first time. This implies that
old users have their details saved and so do not need to enter
their details if reporting a crime. A new field was also added
to the User Details form to handle privacy, users could choose
to either have high, medium or low privacy settings.

V. CRYHELP APP SOFTWARE

The target devices for the final solution are Android
Devices, the particular development device used was the
Samsung Galaxy S3 running android 4.2. In order to meet the
specifications of this device the following environment was
used: SDK, Storage and Output.

In order to allow effective implementation of both the
interface and communication components, we decided to use
JAVA language. For the development of the interface the
eclipse SDK for android development, a tool made available
by Google was used. The target API for the application was the
latest Android available at the time of development, Android
4.3 Jelly bean. The tool allowed development of all the features
in the design including touch gesture input, however it did not
reflect true performance of the final application as it was much
too slow. The emulator ran on a desktop machine capable
of GPU acceleration; however the emulator never peaked
more than 10fps (frames per second). Despite this set back
implementation was still possible.

Figure 4 and 5 show some screen-shots of the CRYHELP
application. Figure 4 shows the main page and the user details
page. The main page is the home page of the application. The
user details page is the user page of the application. Figure 5
shows the crime and suspect details page. The crime page is
the crime details page of the application. The suspect details
page is the suspect page of the application.

Fig. 4: Application Main Screen & User Details

VI. EXPERIMENTATION & EVALUATION

The experiment was open to any student living in the
general area of the survey university community to partake in
the study. The only criteria for participants pool was a balanced

Fig. 5: Screen-shot of Crime & Suspect Details

number of the sexes. 10 participants were chosen for evaluation
of the final iteration. The gender distribution was again, even
at 5 per gender. The age distribution was between the ages of
20 and 24 inclusive. All 10 participants were in possession of
a mobile device which they all reported to use daily, however
only 4 users reported familiarity with the android platform. 8
of the participants had never reported a crime before. All the
participants had high grasp of the English language needed to
be able to carry out the tests.

Experimentation session was divided in two main tasks
namely Full Crime Report and an Emergency Crime Report.
The first main task, Full Crime Report was comprised of the
overall task of sending the full crime report (filling in data),
taking an image of the scene of the crime and tagging the
image either suspect or victim. The second task was only
possible after the first, participants faux details would be
used to send emergency crime reports. Users were given an
opportunity to perform the task and send an immediate crime
report; the difficulty they faced was recorded by the researcher.

A. Evaluation Instrument: Questionnaire

The evaluation of the software’s usability was conducted
through the administration of a questionnaire. Some of the key
questions posed include the following:

• Is the system simple to use?

• Is it easy to report crime quickly, effectively and
efficiently using the system?

• Is it easy to easily and quickly recover a mistake?

• Is the information on the system screens clear?

• Do you like to use the interface?

B. Findings & Results

This section discusses the quantitative findings of the final
iteration; it focuses on the data extracted from the ques-
tionnaire. Results of experimentation is given and discussed,
followed by user experiences and feedback from the tests.
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1) Ease & Time Spent on system usage : Participants
graded both the ease of completing a task and the time taken to
complete the task. Figure 6 shows the final average outcomes
for the first four questions which centred around the ease and
time spent. These questions were based on the IBM ASQ
[11] and they were designed to be given to a participant after
completing a series of tasks. The questions measure the ease
of task completion and the time to complete the task.

Fig. 6: The chart for the Ease & Time Spent Section of the
Questionnaire (5 scale step), standard deviation of 0.54 Ease
and 0.38 Time

From Figure 6, it can be seen that users give the same score
to the time taken as that of the ease of use. This correlation
could be a natural response or a user bias to grade the two
as effectively the same. The average percentage difference
between correlating ease of use and time taken is 3.96%. This
suggests that the time it takes to perform a task is directly
proportional to the perception of ease of the task. This often
resulted in users giving the same score to the time taken as
that of the ease of use.

The result also shows that the tasks were all of acceptable
ease and the time taken to complete, the least satisfactory of
all the tasks being the Image Capture task. The camera task
had the least satisfactory response because the camera button
was so small, often users would not find it without being made
aware that they could capture an image to add to their report.

It must also be noted that although the gesture field was
the most satisfactory in terms of both time and ease, based on
the data it also had the most number of inapplicable responses,
50% to be exact. Therefore half the entire participant popula-
tion could not comment on using the Emergency reporting
gesture. This is due to the fact that participants struggled
with getting the application to recognise their input. Of the
50% that got the gesture recognition to work, the average
satisfaction was the highest of all the tasks (93.3%). These
results suggest that the Emergency Crime Report gesture may
need recalibration but is very successful in the cases that it
works.

Based on percentage difference it can be seen that tasks are
marginally quicker to perform than they are easy to perform
when reporting a crime and taking an image. Tagging an
image is slightly easier to perform that it was fast for a single

participant; this outlier resulted in the slight disparity in the
two on the graph. Ignoring the outlier suggests that image
tagging is largely as easy to do as it is fast.

2) System Component Evaluation: The advantage of the
IBM CSUQ [11] is that the questionnaire can be divided
into scores, specific categories addressed by segments of the
questionnaire, these categories are: System Overall, System
Usefulness, Information Quality and Interface Quality.

• System Overall: the average of questions 1 to 18 give
an overall score for the system

• System Usefulness: the average of questions 1 to 8
give an overall score for how useful the participants
find the system.

• Information Quality: the average of questions 9 to 15
give an overall score on the information provided by
the system

• Interface Quality: the average of questions 16 to 18
give an overall score on the effectiveness of the
interface.

These categories allow evaluation of each individual com-
ponent of the system to gauge which aspects perform well
or poorly on average. These results directly address the issue
of whether a mobile device can be used to effectively send a
crime report.

Fig. 7: The chart of the questionnaire score breakdown with
standard deviation 0.05

Figure 7 shows the result of each component of the system.
From the figure, it can be seen that overall the system was
well received with a score of 77.06%. This suggests the users
found the system very usable with a standard deviation of 0.05.
It is not surprising to find that the interface quality (78.33%),
though marginally, is the most appreciated aspect of the system
as the design process was centred on the users. These results
bode very well for the feasibility of a mobile solution for crime
reporting.

3) Time Analysis: This section looks at the time taken
to complete the tasks given in each session along with the
perception of time participants gave in their responses.

Figure 8 shows the time it took each user to successfully
report a crime. Of the entire set of recorded values of the study,
participant overall times were the most varied with values
between 124.55 to 580.3 seconds and a standard deviation of
164.18. In this case an average time for reporting would serve
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very little use and perhaps the range would be more effective
as a description of the time taken to complete a report. The
reason for the large range is firstly largely due to the fact the
participants were not reporting the same crime and secondly
that the detail some participants put into the report was much
more in depth than others, this was seen by observing the
participants. Of course interaction also played a major role in
the time taken to complete the task; however on average all
participants were more than satisfied with the time they took.

Fig. 8: The chart of application user with standard deviation
164.18

4) User Experiences and Feedback: In general all users
expressed satisfaction with the system. The interface was the
most intuitive and users did not need training to operate it.
However there are the key errors and difficulties participants
faced with respect to the application and its platform. The
major difficulty is that users struggled with some of the fields
of the report and requested explanations of what values they
could enter in them. This is a recurring issue identified from
the first high fidelity prototype that was apparently not fully
solved. Secondly, users not accustomed to the Android OS
had difficulties using the device. The largest difficulty was
the location of the return button. Users often got confused
when attempting to close the screen keyboard due to low
visibility of the return key on the phone (the key is only shown
with a backlight which is often dimmed when typing). This
was solvable by changing the settings on the device. Other
difficulties included mistakenly closing the application and
shortcut bars obscuring the application screen elements.

VII. CONCLUSIONS

In the introduction we stated the general problem of
crime and how technology resource constrained environments
currently go about reporting crime, at a single point, the CPS
office on the campus grounds. We also justified that there is
a need for a system that will facilitate the report of crime
in a secured and covert way. Furthermore [12] justifies the
digitisation of crime report in order to improve likelihood of
increased crime reporting. Therefore, we proposed and imple-
mented a mobile crime reporting system because according
to [3], [11], [12], the use of mobile phones aid in securely
reporting a crime.

The final solution of our CryHelp mobile application
was evaluated against users, stakeholders, heuristics and user
requirements. The overall response from all of the above
was very positive and validates that a digital crime reporting
solution could be brought onto the mobile platform with

reasonable success. Evaluation of data revealed that users
needed hardly any aid in using the application which was
deemed to have high overall usability and function in studies.
Users also found it possible to send a crime report covertly
with little more than a gesture. The testing carried out was
limited by resources and the application could not be tested
in context, instead the environment for crime reporting was
simulated using images. The system interface can be con-
sidered as successfully usable. However the results of final
evaluation suggest that improvements on implementation and
functionality could further enhance positive feedback.

In the future, we believe that the performance of CRY-
HELP can be enhanced by structuring crime reporting hi-
erarchically according to user privacy preference settings.
Furthermore, based on user’s suggestion, the interface can
be enhanced to support video and audio or even perhaps
more than a single image, as often times a scene could be
taking place, that could be better documented by audio or a
series of images. Although this would increase storage and
communication costs, the feature could prove to be an effective
crime reporting tool.
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Abstract: Mobile crime reporting systems have emerged as an effective and efficient approach to crime data collection

in developing countries. The collection of this data has raised the need to analyse or mine the data to deduce

patterns that are helpful in addressing crime. Since data analytic expertises are limited in developing nations,

outsourcing the data to a third-party service provider is a cost effective management strategy. However, crime

data is inherently privacy sensitive and must be protected from “honest-but-curious” service providers. In or-

der to speed up real time analysis of the data, streaming data can be used instead of static data. Streaming data

anonymity schemes based on k-anonymity offer fast privacy preservation and query processing but are reliant

on buffering schemes that incur high information loss rates on intermittent data streams. In this paper, we pro-

pose a scheme for adjusting the size of the buffer based on data arrival rates and use k-anonymity to enforce

data privacy. Furthermore, in order to handle buffered records that are unanonymizable, we use a heuristic that

works by either delaying the unanonymized record(s) to the next buffering cycle or incorporating the record(s)

into a cluster of anonymized records with similar privacy constraints. The advantage of this approach to

streaming-data anonymization is two-fold. First, we ensure privacy of the data through k-anonymization, and

second, we ensure minimal information loss from the unanonymized records thereby, offering the opportunity

for high query result accuracy on the anonymized data. Results from our prototype implementation demon-

strate that our proposed scheme enhances privacy for data analytics. With varied data privacy requirement

levels, we incur an average information loss in delay of 1.95% compared to other solutions that average a loss

of 12.7%.

1 INTRODUCTION

Streaming data are real-time and continuous data

flows that are ordered implicitly by arrival time or

explicitly by timestamps. Examples include phone-

calls and network monitoring. Mining continuous

data streams is useful because it enables data hold-

ers or organizations to learn hidden knowledge and

patterns through analyzing the data. For instance, in

newly industrialized countries law enforcement agen-

cies are encouraging users to report crime covertly

via electronic crime reporting systems based on mo-

bile phone technology (Mark-John and Kayem, 2014;

Jensen et al., 2012; CryHelp-App, 2014). Real-time

data analysis is important in enabling these agen-

cies address reported crime more effectively and ef-

ficiently. However, often times these law enforce-

ment agencies are not equipped with the on-site ex-

pertise required to analyze the data efficiently in real-

time. It is therefore a cost-effective strategy to transfer

streaming crime data to a third party service provider

(Qiu et al., 2008).

Since crime data is inherently privacy sensitive,

it makes sense to ensure that the outsourced data

is protected from all unauthorized access including

that of an “honest-but-curious” data mining service

provider. Cryptographic techniques have been stud-

ied for protecting outsourced data from unauthorized

access but have been shown to create a high over-

head in terms of querying and updates, making an-

alyzing large volumes of data in real-time is a time

consuming process (Vimercati et al., 2010; Kayem

et al., 2011). Other privacy preserving techniques for

big data include those based on differential privacy.

However, differential privacy techniques are better

suited to static repositories as opposed to smaller sizes

of streaming data (Dwork, 2006). Anonmyization

schemes are a better alternative than cryptographic

and differential privacy approaches to protecting the

privacy of streaming data because of the time sensi-

tivity of the data (Guo and Zhang, 2013). Most exist-

ing streaming data anonymization schemes are based
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on the k-anonymity technique for privacy preserva-

tion. This is because k-anonymity techniques offer a

simple and effective approach to producing data with

integrity (Bayardo and Agrawal, 2002). K-anonymity

achieves privacy preservation by using generalization

and suppression to ensure record indistinguishability

(Sweeney, 2002).

As a result of rapid change in streaming data, there

is a need for anonymization to happen fast with mini-

mal delay. Failure to keep up with the changes in data

stream during anonymization may lead into informa-

tion loss (Guo and Zhang, 2013).

1.1 Motivation and Problem Statement

Streaming data anonymization algorithms rely on

buffering mechanisms to hold the data temporar-

ily while it is anonymized (Guo and Zhang, 2013;

Cao et al., 2008; Zhang et al., 2010). Typically,

anonymization of data streams require an optimal

buffer size in order to enhance privacy preservation.

However, intermittent data streams make determin-

ing an adequate buffer size to guarantee effective

anonymization a challenge.

To determine the buffer size for effective

anonymization, existing k-anonymization schemes

arbitrarily choose an integer number to represent the

number of records needed for effective anonymiza-

tion. For instance, if the buffer size is set to 20

records, this implies that anonymization will only be-

gin when there are 20 records in the buffer. This

approach delays anonymization and so results in a

high degree of information loss in scenarios involv-

ing delay-sensitive data especially if the data stream

is slow as may be the case in crime-reporting.

Zakerzadeh and Osborn, 2013 have shown that

count-based buffering approaches (like the one we

have just described) can incur record expiry rates

of as high as 61.3%. This is not desirable for de-

lay sensitive scenarios where both the privacy of the

anonymized data as well as accuracy in query results

are important. Furthermore, in crime reporting sce-

narios, the time-sensitivity of the records requires that

the data analytics service provider is provided with

a comprehensive privacy preserving dataset that can

be analysed efficiently in real-time in order to ensure

query result accuracy.

The problem we seek to address therefore, is that

of coming up with an approach to resizing the buffer

to ensure efficient streaming data anonymization (for

privacy preservation) with minimal information loss

(for query accuracy) in a delay or time-sensitive con-

text such as one involving reported crime data. In the

next sub-section, we briefly present our approach to

addressing this problem.

1.2 Contribution

We propose an adaptive buffer resizing scheme to

minimize record suppression and information loss

due to delay during anonymization of intermittent

streaming data.

Firstly, we model our buffering mechanism as a

time-based tumbling sliding window because of the

time-sensitivity of crime data. The buffer size and rate

of arrival of the streaming crime data affect the rate of

information loss and the levels of privacy offered by

the anonymization scheme.

Secondly, we develop a solution to adaptively re-

adjust the size of the sliding window based on the ar-

rival rate of data that follows a Poisson process.

As a further step, we employ a time-based met-

ric in evaluating the data records to prioritize process-

ing (anonymizing) records that are nearing expiry. We

handle this by either including the selected record(s)

in a subsequent sliding window (buffer) or including

the record(s) into a reusable anonymity cluster.

Results from our prototype implementation

demonstrate that in addition to enhancing privacy of

the data, our proposed scheme outperforms previous

schemes with an average information loss of 1.95%.

1.3 Outline

The rest of the paper is structured as follows. In

Section 2, we present related work highlighting the

weaknesses of existing data stream anonymization

schemes. Section 3, presents our proposed dynamic

buffer sizing solution using the Poisson probability

distribution and the time-based tumbling sliding win-

dow. The arrival rate of data that follows a Poisson

process influences the the size of the the time-based

tumbling sliding window. In Section 4, we present

results from our implementation and conclude in Sec-

tion 5.

Other domain where the application of our Pois-

son Model concept to k-anonymity can be applied

include stock companies and hospitals. For exam-

ple, a stock company needs to investigate its sales

daily in order to adjust stock or marketing strategy

promptly and a hospital needs to release its daily med-

ical records for research purpose.

2 RELATED WORK

Proposed k-anonymity schemes for handling stream-

ing data use the concept of a sliding window or buffer
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to temporarily store data based on a pre-defined pro-

cessing delay constraints such as time or record-count

(Patroumpas and Sellis, 2006; Li et al., 2008; Guo

and Zhang, 2013; Zhang et al., 2010; Zakerzadeh

and Osborn, 2011; Zakerzadeh and Osborn, 2013;

Cao et al., 2008). Processing delay constraints en-

sure that information loss (delay) is minimized while

the buffer holds the portion of the streaming data to

be anonymized.

The first reported algorithm that considers k-

anonymity on streaming data for privacy protection

is Stream K-anonYmity (SKY) (Li et al., 2008). The

algorithm searches the specialisation tree to find the

most specific node that generalises a new record.

SKY needs a specialization tree even for anonymizing

numerical values which makes anonymization pro-

cess more tedious because of the difficulty in finding

a suitable hierarchy on the tree (Zakerzadeh and Os-

born, 2013).

Continuously Anonymizing STreaming data via

adaptive cLustEring (CASTLE) solves the aforemen-

tioned deficiency of SKY which emerges as a re-

sult of using specialization tree for its anonymization

through the use of a clustering process. CASTLE re-

lies on the count-based delay constraint for impos-

ing constraints on the size of the buffer (Cao et al.,

2008). However, one of the key challenges that CAS-

TLE faces is that of determining an optimal bound on

the number of records to which the buffer needs to

be constrained. Furthermore, since the buffer size is

fixed at runtime, CASTLE fails to handle changing

speeds of streaming data flows effectively.

Other data stream anonymization tech-

niques/algorithms that use a similar delay-

constraint approach to that of CASTLE include

K-anonymIzation Data Stream based on sliding

window (KIDS) (Zhang et al., 2010), Fast clustering-

based k-Anonymization approach for Data Streams

(FADS) (Guo and Zhang, 2013) and B-CASTLE

(Wang et al., 2010).

The Fast Anonymizing Algorithm for Numerical

STreaming data (FAANST) addresses the challenge

inherent in CASTLE inspired approaches by delay-

ing the start of the anonymization process until the

buffer is full (Zakerzadeh and Osborn, 2011). This

allows for batching in terms of outputing results and

recycling of records that the scheme was unable to

anonymize during a given batch of data. A major

drawback of FAANST is that time-sensitive records

that are withheld and recycled may expire. The con-

sequence of this is that such expired records lead to

high information loss.

The delay-sensitive FAANST scheme addresses

the issue in FAANST with a user-defined soft dead-

line for processing each record in the buffer (Zak-

erzadeh & Osborn, 2013). A major drawback of

the delay-sensitive FAANST scheme is that there is

no way of deciding whether or not unanonymizable

records would be anonymizable during the next slid-

ing window. So a record can get repeatedly recy-

cled until it actually expires. Another drawback of

the delay-sensitive FAANST is that the verification

of record expiration generates additional performance

overhead (Zakerzadeh & Osborn, 2013).

A detailed survey of existing data stream

anonymization algorithms in relation to reported

crime streaming data is given in (Sakpere and Kayem,

2014). It is clear from current literature in data stream

anonymization that the issue of adaptive buffer resiz-

ing in order to minimize information loss in terms of

delay and to avoid expiration of records still needs to

be addressed. Minimizing information loss in terms

of delay is important in generating anonymized re-

ported crime data that is shared with third party ser-

vice providers. It is important to anonymize data be-

cause it protects users’ data (Sweeney, 2002). The

next section describes our proposed solution.

3 ADAPTIVE BUFFER RE-SIZING

SCHEME

In this section, we present our proposed adaptive

buffer re-sizing approach. The buffer size and rate

of arrival of the streaming data affect the rate of in-

formation loss and the levels of privacy offered by

the anonymization scheme. In order to minimize in-

formation loss we use a time-based tumbling sliding

window to adjust the size of the buffer with respect to

the arrival rate of the data.

3.1 Buffer Streaming Data

This section explains the concept of sliding window

as illustrated in Figure 1.

A Data Streams, DS, is defined as a real-time

and continuous data flow ordered implicitly by arrival

time or explicitly by timestamps.

Definition 1: A sliding window, say swi, is a sub-

set of the data stream, DS where DS = {sw1, sw2,

sw3,..., swm} implies that DS consists of a set of m

sliding windows.

The sliding windows obey a total ordering such

that for every i < j, swi precedes sw j. Each slid-

ing window, swi, only exists for a specific period of

time T and consists of a finite and varying number of

records, n, such that swi = R0, ...,Rn−1.
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Crime data reported by a first or third party, 

electronically to a law enforcement agency

Third Party Data Analytics

 Service Provider

Figure 1: Overview of Buffer Resizing Process.

We use Poisson probability model to predict the

rate of data flow in the next sliding window, swi+1,

based on the rate of flow in a previous sliding window,

swi. We opted to use a Poisson model because the

Poisson distribution is concerned with the number of

success that an event occurs in a given unit of time.

This property of the Poisson model makes viewing

the arrival rate of the reported crime data as a series

of events occurring within a fixed time interval at an

average rate that is independent of occurrence of the

time of the last event (Li, 2006). Only one parameter

needs to be known: the rate at which the events occur,

which in our case is the rate at which crime reporting

occurs.

3.2 Preliminaries

In this section, we present our proposed approach to

addressing the adaptive buffer re-sizing problem. The

buffer size and rate of arrival of the streaming crime

data affect the rate of information loss and the levels

of privacy offered by the anonymization scheme.

To better understand how our scheme works, we

divide our adaptive buffer sizing scheme into six

phases namely: Initial Buffer Size, Reduction of In-

formation Loss, Inclusion of Suppressed Records into

the Next Sliding Window, Determination of Arrival

Rate, Possible Optimal Sizes for the Next Sliding

Window using Poisson Probability Distribution and

Final Decision on the Size of the Next Sliding Win-

dow.

3.2.1 Phase 1: Initial Buffer Size

Let T be the time for which a sliding window, swi,

exists, where T is a time value that is bounded by a

lower bound value, tl , and an upper bound value, tu,

then:

1 k-anonymization algorithm is applied to the data

that was collected in the sliding window, swi, dur-

ing the period T

2 Essentially swi = T

3 All records that are not anonymizable from the

data collected in swi are suppressed or excluded

from the dataset released for publication

We begin by setting the size of the buffer to

some initial threshold value, T. For example, in

previous work (Zakerzadeh and Osborn, 2013),

values between 2000ms and 5000ms have been used

as the time interval in which a record can stay in the

buffer. In line with our threshold value, tl = 2000ms

and tu = 5000ms.

Example 1: Consider the dataset provided in Table 1

that has a time defined size of 5000ms for a sliding

window, swi. This implies that the k-anonymization

algorithm is applied to the data that was collected

in the sliding window, swi, during the period T =
5000ms. The anonymization process was handled

with a k-anonymity scheme in which we used k = 3 as

the anonymization metric. We chose k = 3 because of

the small data set which consists of only 10 records.

A higher value of k will lead to higher information

loss. All records that are not anonymizable from the

data collected in swi are suppressed (excluded) from

the dataset released for publication.

To achieve anonymization on Table 1 we used the

crime taxonomy tree in Figure 2 by clustering records

that belong to the same parent node and this results in

Table 2.

Figure 2: Crime Taxonomy Tree.

3.2.2 Phase 2: Reduction of Information Loss

Let C be a set of anonymized clusters where C = {c1,

c2, c3,..., cm}. A cluster is anonymized if it satisfies

the k-anonymity requirements. k-anonymization al-

gorithm requires that records be classified into clus-
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Table 1: Data for Sliding Window, T = sw1 = 5000ms; TA =
80ms.

Record

ID

Reported

Crime

Age WaitingTime

= TS

1 Vandalism 60 4782

2 Murder 20 4017

3 Theft 50 3361

4 Corruption 60 2566

5 Rape 30 2118

6 Burglary 70 2069

7 Forgery 35 1492

8 Arson 40 1214

9 Drunken

Driving

50 417

10 Robbery 40 100

Table 2: Results for k-anonymization of sw1,k = 3 and T =
5000ms.

Cluster 1 Cluster 2 Cluster 3

(Violent

Crime, 20-40)

(Misdemeanors,

35 - 50)

(Property

Crime, 40-70)

2 7 1

5 9 3

10 4

6

8

ters of at least size k, such that each record in the

cluster is indistinguishable from at least k-1 records.

A record, Ri, is unanonymizable or suppressible if it

does not fit into any of the cluster in set C.

This second phase attempts to reduce infor-

mation loss that is likely to occur as a result of

suppressed/unanonymizable records in Phase 1. In

order to minimize the rate of information loss due

to the unanonymizable records, we either include

these unanoymizable records in a subsequent sliding

window, say swi+1, or incorporate them into already

anonymized clusters (reusable cluster) of data that

are similar in terms of content. We describe a

reusable anonymity cluster as one that has success-

fully published a set of anonymized records whose

privacy and information loss levels are not negatively

impacted by the inclusion of the suppressed record(s).

Example 2: Searching the output of the k-

anonymization process in phase 1 i.e. Table 2

for unanonymizable/suppressed records, we note that

records with ID 7 & 9, i.e. R7 and R9 are not

anonymizable with the dataset in the current sliding

window sw1 because the group of records they are

categorized into does not contain sufficient records to

meet the k-anonymity requirement of k = 3. There-

fore, we need to decide whether to process the records

R7 and R9 in the next sliding window sw2 or whether

to find an appropriate reusable cluster into which to

incorporate the records instead.

3.2.3 Phase 3: Inclusion of Suppressed Records

into the Next Sliding Window

Let swi be the time-size of the previous sliding win-

dow, let TS be the time for which a suppressed Record,

Ri was stored in a previous sliding window, swi, and

TA is the time it took to carry out anonymization in

the previous window, swi. We therefore compute the

expiry time of Ri as follows:

TE = swi−TS−TA ...(1)

In order to determine whether or not a suppressed

record can be included in a subsequent sliding

window, say swi+1, we compute its expiry time TE

using equation 1 and compare the value of TE to

the bounds for acceptable sliding window sizes [tl , tu].

Example 3: From Table 2, records R7 and R9 are

unaonymizable. In order to determine whether or

not to include these records into the next sliding win-

dow, sw2, we compute the remaining time TE(Ri) of

both records and compare both values to the bounds

for acceptable sliding window sizes. From Table

1, TS = 5000 and TA = 80. We therefore compute

TE(Ri) using equation 1 by subtracting TS and TA from

sw1 = T which in this case gives TE(R7) = sw1 −
TS7
−TA = 5000−1492−80 = 3428ms and TE(R9) =

sw1−TS9
−TA = 5000− 417− 80 = 4503ms. Given

that tl = 2000ms and tu = 5000ms, it follows that

tl ≤ T (R7),T (R9) ≤ tl and we can conclude that it

makes sense to incorporate R7 and R9 into sliding

window sw2.

3.2.4 Phase 4: Determination of Arrival Rate

Let U be a set of unanonymized clusters of an

anonymization process where U = {u1, u2, u3,..., un}.
A cluster is unanonymized if it does not satisfy k-

anonymity requirement.

Starting with the unanonymizable cluster that

has the suppressed record, Ri, with the lowest TE

and whose value falls within the acceptable slid-

ing window bound, [tl , tu], the algorithm checks for

other suppressed records that belong to the same

unanonymized cluster, ui, as Ri. We then proceed to

find the rate of arrival, λ, of data in that unanonymized

cluster ui, within the time interval, swi and com-

pute the expected arrival rate of records required to
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anonymize Ri within its expiry time, TE using equa-

tion 2.

λ =
+|ui|

swi

×TE ...(2)

Example 4: In order to decide on what the optimum

size of sw2 should be set to, we consider the expiry

time, TE , of the suppressed records in sw1. Since TE =
3428ms for R7 and 4508ms for R9, sw1 = 5000ms

and k = 3 is being used as the k-anonymization met-

ric and both records (R7 and R9) fall under the gener-

alization attributes of (Crime = “misdemeanors”) and

(Age = “35 - 50”), therefore we require that at least

1 similar record arrive during sw2 in order to ensure

that anonymization succeeds and thereby avoiding in-

formation loss from record expiry due to failure to

anonymize the records. Starting with the least TE ,

3428, we compute λi+1 = λ2 for R7 as follows:

λ2 =
Number of Records

sw1
×TE =

2

5000
×3428

R7 gives λ2 = 1.37 .

3.2.5 Phase 5: Optimal Size for the Next Sliding

Window using Poisson Probability

Let λ be the expected arrival rate of data in an

unanonymized cluster, ui, in a sliding window, swi

and n is the number of records ui required to undergo

proper anonymization. Then, the probability that an

unanonymizable/suppressed record Ri in ui would be

anonymized in the next sliding window, swi+1, can be

calculated using equation 3

f (swi+1,λ) = Pr(i = 0 .... n) =
λie−λ

i!
...(3)

where λ is the expected data arrival rate, e is the base

of the natural logarithm (i.e. e = 2.71828), n is the

total number of observation and i is the number of

records under observations. Therefore the probabil-

ity of having n or greater than n records arrive in the

stream within time TE is

1−
n−1

∑
i=0

Pr ...(4)

where Pr is the probability outcome of equation 3.

The expected arrival rate, λ, from phase 4 is then

used to determine the probability of arrival of the

minimal number of records, n, we require in order

to guarantee that delaying the anonymization of the

suppressed record, Ri, to the sliding window swi+1

will not adversely increase information loss. We

achieve this by finding the probability that n records

will actually arrive in the data stream within time,

TE , in order to anonymize the suppressed record, Ri.

We use the expression in equation 3 to compute the

probability of having i = 0...n records arrive in the

stream within the period TE and equation 4 to find

out the probability that n or more than n records will

arrive in the stream within TE .

Example 5: From example 4, the number of

unanonymizable records in the unaonymizable cluster

(“misdemeanors”, “35 - 50”) is 2 i.e. R7 and R9. Sub-

stituting λ2 = 1.37 into equation 3 and subsequently

into equation 4, we find the probability Pr (≥ 1 record

belonging to group 2 arrive in the next 3428 seconds)

= 1 - Pr (0) = 1 - 0.25 = 0.75.

3.2.6 Phase 6: Final Decision on the Size of the

Next Sliding Window

Let δ be a pre-set probability threshold and Pr be the

result of equation 4. If Pr ≥ δ then the size of the next

sliding window, swi+1, is set to the expiry time of the

suppressed record under consideration in equation 4.

If the result of equation 4 from phase 5 is greater

than a pre-set probability threshold, δ, we set the size

of the subsequent sliding window, swi+1, to the expiry

time of the suppressed record under consideration.

We then mark the suppressed record for inclusion

in swi+1 along with other suppressed records that

have their TE within bounds for acceptable sliding

window sizes [tl , tu]. If the probability is less than

the pre-set probability threshold, δ, we anonymize

the suppressed records using a reusable cluster and

calculate the size of swi+1 using the next suppressed

record whose TE lies within the bounds [tl , tu]. In the

event that the probability of all suppressed records

is less than δ, we set the size of swi+1 to a random

number or some initial threshold value within the

time bound, [tl , tu]. Finally, in order to decide into

which reusable data cluster to include a suppressed

record, Ri, our model searches for the cluster that

covers the record and has the least information loss.

Example 6: The output of example 5 is 0.75. This

implies that there is a high likelihood of having one or

more records belonging to group 2 (where records R7

and R9 belong) arrive within the next 3428ms. There-

fore the existence time (size) of the next sliding win-

dow, sw2 = 3428ms.
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Algorithm 1: SWET (i,K).

1: for each sliding window swi, i:1 ...m do

2: if ((swi == 1)||(SuppRec == φ)) then

3: swiExistTime← T

4: else
5: swiExistTime← RSWET (TR,TA, i,SuppRec)

6: end if

7: TA← Anonymization Processing Time

8: SuppRec← Suppressed Records

9: TR← Remaining Time of Suppressed Records

10: Update Reusable Cluster (RC)

11: end for

Algorithm 2: RSWET(TR,TA, i,SuppRec).

1: Sort: Sort TR in ascending order and group by

unanonymizable cluster

2: for j:1 ...|SuppRec| do

3: if TR j
- TA < Tl then

4: Anonymize SuppRec j using RC

5: Delete SuppRec j

6: else

7: Calculate arrival rate, λ, of SuppRec j in the

sliding window, swi

8: Find the Probability, P, of successful

anonymization in swi

9: end if

10: if P or λ > δ then

11: ExistTimei← TR j
−TA

12: Add SuppRec to swi

13: break

14: else

15: anonymize SuppRec j using RC

16: delete SuppRec j from SuppRec

17: end if

18: end for

19: if P or λ for all suppressed records < δ then

20: ExistTimei← T

21: end if

22: return ExistTimei

3.3 Buffer Resizing: Algorithm

From the discussions in subsection 3.2, our frame-

work for the Buffer Re-sizing anonymization of data

streams can be summarized as follows:

Procedure Sliding Window Existence Time

(SWET) has two parameters: i which is the ith sliding

window under consideration and k is the k-anonymity

requirement. Step 3 determines when to launch the

first sliding window, swi, by randomly selecting its

existence time, T, within the time bound [tl , tu] i.e.

tl ≤ T ≤ tu. Apply k-anonymization algorithm to the

data collected in the sliding window during the period

T . Step 5 call on procedure RSWET to determine

when to launch a sliding window, swi, where i ≥
2. Step 7 computes the processing time used for

carrying out k-anonymization. Step 8 search for

unanonymizable/suppressed records sorted by their

remaining time, TR, and group by their unaonymized

cluster. If no suppressed records exist, then randomly

select existence time, T, for the next sliding window

from [tl , tu].
Procedure Reset Sliding Window Existence Time

(RSWET) has four parameters: TR which is a set that

contains Remaining Time of all Suppressed Records,

TA is the time required to carry out anonymization

process, i is the ith sliding window under consider-

ation and SuppRec is a set that contains Suppressed

Records. RSWET starts by sorting TR of each sup-

pressed records in ascending order. If there exists

suppressed records/an unanonymized cluster whose

TR− TA ≤ Tl , then the reusable cluster will be used

for its anonymization. Reusable cluster is a data struc-

ture of anonymized records whose privacy and infor-

mation loss levels are not negatively impacted by the

inclusion of the suppressed record. Otherwise, start

with the suppressed record/group that has the least

TR. Then find the probability, P, that if such record(s)

is/are included in the sliding window, swi, under con-

sideration, it will be successfully anonymized before

it expires.

If the λ or P result is greater than a threshold, δ,

the sliding window size will be set to TR j
−TA where

TR j
is the remaining time of the suppressed record un-

der consideration. Otherwise, the algorithm fetches

the next suppressed records. In the event that the

value of λ or P for all suppressed records under con-

sideration is less than the threshold, δ, the algorithm

randomly select its existence time, T, within the time

bound [tl , tu] i.e. tl ≤ T ≤ tu.

4 IMPLEMENTATION AND

RESULTS

The proposed framework was implemented on an In-

tel Core i5-3210 2.50 GHz machine with 4GB of

random access memory (RAM). The operating sys-

tem used was Ubuntu 12.10 and the CSE 467 k-

anonymization implementation1 was integrated into

our adaptive buffering scheme using JAVA NetBeans

IDE 7.0.1.

In order to simulate streaming data, we used the

1http://code.google.com/p/cse467phase3/source%20/
browse/trunk/src/Samarati.java?r=64
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file input stream functions in java that enabled data

to be read in real-time from an external source data

file into sliding window at random time interval of

between 1 and 800 milliseconds. We randomized the

time between 1 and 800ms in order to simulate a real-

istic crime report data stream with varying flow rates

noting that this implies some slower report arrival

rates (to mimic peaceful days when crime reports are

few) and faster report arrival rates (to mimic disaster

scenarios when reporting traffic is more bursty). A

MySQL database was used as storage for the sliding

window (buffer) and we assumed that data is read se-

quentially from the external file into the buffer.

Due to the large data set of crime data needed for

this experiment, we synthetically generated a realistic

crime data set that follows the structure of the Cry-

Help App using a random generator software2. The

CryHelp App is a simple crime reporting application

developed for mobile phones running the Android

Operating System (CryHelp-App, 2014). Figure 3

shows some screenshots from the CryHelp App. The

app was developed in conjunction with the University

of Cape Town Campus Protection Service (CPS). The

app enables users to send crime reports3. The synthet-

ically generated crime dataset contains 1000 records

and nine attributes that define the reporter’s or vic-

tim’s identity and the reported crime. The attributes

of the dataset are divided into explicit, quasi and sen-

sitive identifiers. In order to decide, if a tuple has ex-

ceeded its time-delay constraint, additional attributes

such as arrival time, expected waiting time and entry

time were included in the sliding window.

Figure 3: Screenshots from CryHelp App.

As a baseline case, for evaluating our pro-

posed adaptive buffering scheme we implemented

2http://www.mockaroo.com
3Further details about the app can be found in

http://cryhelp.cs.uct.ac.za/download

the proactive-FAANST and passive-FAANST. These

algorithms are a good comparison benchmark be-

cause they are the current state-of-the-art stream-

ing data anonymization that reduce information loss

with minimum delay (Zakerzadeh and Osborn, 2013).

The proactive-FAANST decides if an unanonymiz-

able record will expire if included in the next slid-

ing window while passive-FAANST searches for

unanonymizable records that have expired. A major

drawback of these two variants is that there is no way

of deciding whether or not unanonymizable records

would be anonymizable during the next sliding win-

dow. In our experiment, the proactive-FAANST and

passive-FAANST solutions also use the reusable clus-

ter concept as well but do not allow for overlapping of

sliding windows, which our implementation does, nor

do they model the flow rate of reported crime data as

a Poisson process.

Our experiments were conducted to measure the

following: information loss in terms of delay, in-

formation loss in terms of records, gains obtained

from modelling the flow rate of the data as a Poisson

process and using reusable anonymization clusters

to reduce the number of unanonymizable/suppressed

records. We ran the experiment ten different times

and took the average of the results. The entire dataset

size that was used included 1000 tuples with varying

sliding window sizes.

4.1 Effect of Privacy Levels

(k-anonymity Value) on Information

Loss (Delay)

Figure 4 shows the effect of k-anonymity level on in-

formation loss with respect to delay (the number of

expired records). For our experiment, the value of k-

anonymity was varied from the values of 2 to 4. Our

rationale for the choice of these k-values is that Za-

karzadeh and Osborn (2013) use a k-value of 100 for

2000 records, so by analogy in a sliding window of

20 records a minimum k-value of 2 would suffice. We

also ensured that no more than 5 records were sup-

pressed per sliding window in order to achieve privacy

preserving k-anonymization.

As a heuristic, the choice of tl = 2000ms and tu =
5000ms, is guided by values of delay that are used

in published experimentation results (Zakerzadeh and

Osborn, 2013). The sliding window size for our Pois-

son solution varies between tl and tu. The window size

for passive and proactive solution in our experiment

was chosen to be 8 records. The choice of this value

was based on the number of records that arrive in our

slow data stream within 5000ms. Within 5000ms, as

low as 6-8 records and as high as 20 records were ob-
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Figure 4: Performance comparison: Information loss with
respect to Privacy Levels (expressed by the K-value).

served. We therefore, chose 8 records to minimize

expired tuples.

In general, our approach shows that there are

fewer expired tuples when compared to passive-

FAANST and proactive-FAANST solutions. This is

because before our Poisson prediction transfers sup-

pressed records to another sliding window, it checks

for possibility of its anonymization. In other solu-

tions, there is no mechanism in place to check the

likelihood of the anonymizability of a suppressed

record before allowing it to go to the next sliding win-

dow/round. As a result, such tuples get sent to the

next sliding window and have high tendency to even-

tually expire.

Our solution also shows that the lower a k-value,

the higher the number of expired tuples. This is

because the outcome of Poisson prediction is lower

for higher k-values. As a result, there are fewer

changes of sliding windows as k-value increases and

this means there are fewer possibility of expired tu-

ples.

The main goal of our solution is to reduce infor-

mation loss in delay (i.e. to lower the number of ex-

pired tuples). Figure 4 depicts that our solution is suc-

cessful in achieving its main goal, and the information

loss (delay) in our solution is lower than passive and

proactive solutions. In order to determine the total

number of records that expired, a simple query was

executed to retrieve all records that have stayed in the

buffer longer than the upper limit threshold, tu. To get

the average expired records, we sum up the expired

records in all the experiments and divide by the total

number of experiments.

4.2 Information Loss (Records)

In order to measure the effect of the anonymity degree

and Time-Based Sliding Window on information loss,

we have set k-value to values between 2 and 4, δ i.e.

the Poisson probability threshold to 0.4, and Time-

Based Sliding Window to values between 2000ms and

5000ms. The choice of tl = 2000ms and tu = 5000ms,

is guided by values of delay that are used in pub-

lished experimentation results (Zakerzadeh and Os-

born, 2013). The choice of δ = 0.4 is based on the

various experiments we ran. We varied our δ from

0.4 to 0.6 and had the best output at 0.4.

To calculate information loss with respect to the

number of records i.e. deviation of anonymized data

from its initial form, we used the formula in equa-

tion 5 as it is in (Iyengar, 2002). We adopted this

metric because it is a benchmark in many data stream

anonymization schemes (Cao et al., 2008; Guo and

Zhang, 2013; Zakerzadeh and Osborn, 2013).

InfoLoss =
MP−1

M - 1
...(5)

Mp is number of leaf nodes in the subtree at node

P and M is the total number of leaf nodes in the gen-

eralization tree. We calculate the information loss of

a Sliding Window, SWi = {R1, R2, R3,..., Rn} as fol-

lows:

1

n

n

∑
i=1

InfoLoss(Ri)...(6)

The total information loss of a data stream is sim-

ply calculated by averaging the information loss of all

sliding windows in it.
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Figure 5 shows the effect of applying the time-

based sliding window buffering mechanism and Pois-

son Probability distribution model on information

loss. Here we observe that for smaller sliding win-

dow sizes information loss is lower in comparison to

larger window sizes. One of the reasons for this is be-

cause the Poisson distribution considers unanonymiz-

able records in a sliding window with higher size for

consideration in a sliding window with lower size and

the reusable cluster is more active at the lower sliding

windows. This helps to reduce information loss.

We also observe that as the anonymity degree in-

creases, privacy is enhanced and anonymization qual-

ity or output drops. It therefore implies that an in-

crease in privacy level, k, also leads to increase in in-

formation loss.

4.3 Record Suppression

One of the goals of a good anonymization scheme is

to ensure that information loss is minimal. Records

suppression usually leads to a high information loss.

The combination of the reusable cluster and the Pois-

son distribution helped to minimize the total number

of suppressed records and as a result reduced informa-

tion loss. However, our approach was unable to effec-

tively recover some of the suppressed records because

their deadlines were already exceeded or the sliding

window size prediction for recovering those records

was low and a suitable reusable cluster could not be

constructed before the record expired.

As shown in Figure 6, a higher privacy level of

k-value leads to the recovery of more suppressed

records by the reusable cluster. This is because as the

privacy level (i.e. k-value) increases, it becomes more

difficult to achieve k-anonymization which leads to

increase in suppressed records.

5 CONCLUSIONS

In this paper, we used an adaptive buffer resiz-

ing solution to aid in supporting a privacy preserv-

ing streaming data k-anonymity algorithm by mini-

mizing the rate of information loss from delay and

unanonymized crime data reports. We began with an

overview of the problem scenario which emerges in

developing nations where the lack of data analytics

expertise within a law enforcement agency makes the

need to have a third party data analytics provider in-

tervene to aid in fast crime report analysis. In addi-

tion, we highlighted the fact that the growing need to

make the processed information available to field of-

ficers requires a mechanism for capturing crime re-
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Figure 6: Impact of the Reusable Cluster on Minimizing
Number of Suppressed Records.

ports in real-time and transferring these reports to

the third-party service provider. While solutions in

the literature that are hinged on cryptography have

been shown to be successful in protecting data in out-

sourced scenarios from unauthorized access includ-

ing that of “honest-but-curious” service providers, we

note that querying encrypted streaming data is a time

consuming process and that anonymization is a more

practical approach to data privacy preservation in this

case.

Anonymizing streaming data in a crime report-

ing context however, can have strong real-time re-

quirements and therefore information loss can lead to

faulty or misguided conclusions on the part of the data

analytics service provider. Therefore, streaming data

anonymization algorithms (schemes) need to be sup-

ported by good buffering mechanisms.

Our proposed approach uses the concept of mod-

elling the flow rate of reported crime streaming data

as a Poisson process that guides the sizing of a time-

based sliding window buffer. The data collected in

the buffer is subjected to k-anonymization to ensure

privacy of the data. Results from our prototype im-

plementation demonstrate that in addition to ensuring

privacy of the data, our proposed scheme outperforms

other with an information loss rate of 1.95% in com-

parison to 12.7% on varying the privacy level of crime

report data records.

As future work, we will be extending this work

to design an anonymization algorithm, which is effi-

cient for processing reported crime data or streaming

data that is highly categorical in nature. As well, in

our adaptive buffering algorithm, we did not consider

cases when anonymization might not be possible as

a result of no records or few records in the stream as

may often be the case in a crime data stream, we could
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look at applying a perturbative method to anonymiz-

ing the data in this case (Aggarwal and Philip, 2008).

In our experiment, the choice of the threshold for the

probability of having enough requests within a spec-

ified time frame is set to an extrema of the presented

benchmark (Zakerzadeh and Osborn, 2013). For fu-

ture work, further benchmark could be considered in

order to determine if a lower threshold performs bet-

ter. In the future we will also make some inclusion for

plans to work on real datasets. We can achieve this by

carrying out some usability study to collect real data

with the CRY-HELP App.
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Abstract: Existing approaches that protect data from honest-but-curious data mining service providers include k-
anonymity technique, which is considered a better alternative to previously proposed techniques. However
k-anonymity technique adopts a generic paradigm approach to privacy enforcement in its model. Owing to
the fact that real-life users have different privacy requirements, there is need to address this generic paradigm
approach in K-anonymity in order to improve its efficiency. Our proposed approach integrates the concept
of a three tier-privacy level (low, medium and high) into k-anonymity to achieve anonymization. This helps
us to identify individual users’ best choice and how users’ privacy preference can be incorporated into the
K-anonymity model, as opposed to the generic approach currently adopted. Our preliminary survey presents
facts that help to understand factors that influence the choice of users’ privacy preference during crime re-
porting. Results also show that the following factors affect people’s privacy choice: Age Group, Personality,
Community Need and Cultural Background (Adaptive).

1 INTRODUCTION

Increasing rates of crime occurrences in developing
nations have raised government concerns for safety. A
recent report shows that about 3.3 million crimes oc-
cur yearly in South Africa (SAIRR, 2013). Thus, a lot
of crime data/report are archived by the security agen-
cies, which have potential to generate knowledge-
driven decision support in tackling crime issues if ef-
ficiently analysed. Manual data analysis is no longer
a viable approach to crime prediction and prevention
because the large volume of data make manual data
analytics a time consuming process. In areas where
on-site data analytics expertise is limited, outsourcing
the data to a third-party data analytics service provider
is a good solution. Due to lack of analytical expertise
within the law enforcement agencies in developing
countries, these crime reports are often not analysed
or mined in order to predict and prevent future crime
occurrences. It therefore makes sense to involve third
parties that have the expertise.

Seeing that crime data is privacy sensitive, it
makes sense to ensure crime data is protected from
an “honest-but-curious” data analytic/miner. The use
of techniques common in cryptography, access con-
trol and authentication for protecting crime data are
not sufficient to prevent third parties from identify-

ing subjects in the dataset. This is because they
do not guard against inferences (Sweeney, 2002b).
Other data protection techniques such as swapping,
perturbation and additive noise have been studied for
protecting outsourced data from unauthorized access
but compromises data integrity (Sakpere and Kayem,
2014). A recent privacy preserving techniques is
differential privacy. However, some theoretical re-
search on this technique has shown infeasible results
(Dwork, 2006). Another disadvantage of differential
privacy is that it makes use of additive noise. Accord-
ing to Guo and Zhang, 2013, too much noise makes
analysis of anonymized data more difficult to anal-
yse. K-anonymity techniques are a better alternative
to protecting outsourced data because it does not com-
promise the integrity (truthfulness) of anonymized
data (Bayardo and Agrawal, 2002). Furthermore, re-
sults from various theoretical and practical research
and application of k-anonymity has shown its suitabil-
ity for privacy preservation ((Guo and Zhang, 2013;
Samarati, 2001; Sweeney, 2002b; Sweeney, 2002a).

K-anonymity preserves privacy by ensuring that
each record corresponds to at least k-1 other records
with respect to their Quasi-Identifier, where k is a
pre-assigned integer variable and k > 1 (Samarati,
2001; Sweeney, 2002b; Sweeney, 2001). Quasi-
Identifier is mainly a combination of one or more
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non-explicit identifiers. These non-explicit attributes
when combined together can potentially identify
individuals. Examples of Quasi-Identifiers are Age
and Sex. K-anonymity achieves this by using gener-
alization and suppression (Samarati, 2001; Sweeney,
2002b). Generalization replaces a specific value with
a more general but semantically consistent value
(Sweeney, 2002a). Suppression involves withholding
a value completely (Sweeney, 2002a). Therefore, if
an attacker wants to identify a man in a released table
and the only information he has is his birth date and
gender. K-anonymity ensures there are k men in the
table with the same birth date and gender. K is a
pre-assigned integer that is greater than one. Tables 1
and 2 illustrate how k-anonymity works.

Table 1: Crime Victims’ data in an explicit form.

Name Age Gender

Rose 25 Female
Mary 29 Female
Scoth 32 Male
Smith 36 Male

Table 2: Crime Victims’ data in an anonymous form.

Name Age Gender

**** 20-29 Female
**** 20-29 Female
**** 30-39 Male
**** 30-39 Male

Table 1 shows data that needs to be anonymised.
Table 2 is an anonymised version of table 1 using
k-anonymity, where k = 2 and QI = (Age, Sex).
From table 2, each sequence of values in QI has at
least two occurrences. Hence, the probability of re-
identification occurrence is 1/k.

2 OUTLINE OF OBJECTIVES

K-anonymity model has been identified as a more
promising alternative in data privacy preservation,
as opposed to previously proposed techniques that
have shortcomings in areas such as additive noise
and inference attack to mention a few. However, k-
anonymity still requires refinement in certain aspects
of its model, such as incorporating user-defined fac-
tors into the model for privacy preservation, as it ordi-
narily uses a generic paradigm for this purpose. Our
key research questions are:

1. What are the major factors that determine the pri-
vacy level preference of a person who has been a
victim of crime or a potential victim?

2. How can user defined privacy preference be inte-
grated into k-anonymity, to improve its efficiency
in privacy preservation?

3 RESEARCH PROBLEM

K-anonymity uses the same privacy level (i.e. k-
value) for all individuals in the data set. The use
of the same privacy for all users is unrealistic in
real-life because individuals tend to have varying pri-
vacy protection requirements (Xiao and Tao, 2006;
Gedik and Liu, 2008). Furthermore, the use of the
same privacy preference for all users mean individ-
ual’s privacy need is misrepresented. As a result,
some users may be over-protected, while some oth-
ers may be under-protected. This implies that over-
protection could lead to high loss of information and
under-protection could lead to inadequate protection
(Xiao and Tao, 2006). Information loss is used to
quantify the amount of information that is lost due
to k-anonymization (Kabir and Bertino, 2011). The
consequence of a high information loss is that it de-
bases the utility of the released anonymized database
for data mining or analysis (Byun and Li, 2006).

To illustrate this problem, let’s assume a user
named Mary prefer her details to be known when her
details is released to a third party for data mining pur-
poses. On the other hand, Smith might prefer that his
details are well protected before they are released to
third party for analysis or mining purposes. In addi-
tion, there are individuals who are indifferent about
their privacy. As a result, it makes sense to integrate
individuals privacy preference into k-anonymity.

4 STATE OF THE ART

The need for data protection, especially when needed
for research and data mining purposes has led to
the development of several privacy enforcing algo-
rithms that are based on techniques such as swap-
ping, substitution, perturbation and additive noise
(Sweeney, 2001). A major problem that the use
of these techniques face, is the difficulty in relating
them to the legal and societal norms of privacy (Jiang
and Clifton, 2006). Furthermore, these techniques
can produce “untruthful data” (Bayardo and Agrawal,
2002). As a result, Sweeney (Sweeney, 2002b) came
up with k-anonymity to solve these deficiencies. Re-
cently, a new technique named differential privacy has
emerged to ensure privacy. It achieves this by the use
of a randomized mathematical function. However, the
use of rigorous mathematical computation involved
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in differential privacy makes it computationally inten-
sive (Dwork, 2006).

One of the pioneer work in personalized privacy
is by Aggrawal & Yu (Aggarwal and Philip, 2008).
They achieved personalized privacy through the use
of k-anonymity by allowing a user to select an integer,
i, (where 1 6i 6 n) to indicate his/her privacy prefer-
ence. This implies that in an anonymised table, T, the
user must be included in a QI-group with at least size
i. A drawback of this is that it might be difficult for
users to set a realistic k-value in real-life especially in
Crime Reporting System where users might be under
duress or shock as a result of the crime. Also, setting
a realistic k-value implies that users must understand
the principle of k-anonymity.

An equally novel approach in achieving personal-
ized anonymisation using the concept of k-anonymity
is the work of Xiao and Tao, 2006. In their work,
an individual specifies the degree of privacy protec-
tion for his/her sensitive values. Their solution as-
sumes that each sensitive attribute has a classifica-
tion tree and each record owner specifies a guarding
node in the tree. Guarding nodes depend on user’s
personal privacy preferences and indicates how users
want their sensitive values to be represented. A ma-
jor drawback of their approach is that a guarding node
requires that a hierarchy-tree be defined on sensitive
attribute. However, hierarchical trees are difficult to
define on numerical and transactional data. Another
drawback is that in real-life, it is unclear how indi-
vidual record owners would set their guarding node
(Aggarwal and Philip, 2008).

Gedik and Liu, 2008 achieved personalized k-
anonymity by allowing users to specify their preferred
k-anonymity value. A setback of this is that users may
need to understand the concept of k-anonymity in or-
der to be able to choose an appropriate k-value which
may not be practical in real-life.

Another research targeted towards including users
privacy preference in k-anonymity is the work of
Kabir and Bertino, 2011. In their approach, they only
considered the privacy level of individuals who do not
care about the disclosure of their details. Their work
did not encompass the personal privacy preference of
individuals who care about their privacy.

We therefore note that the issue of incorporating
users preference to cope with anonymization of data
in a manner that is usable in real-life is yet to be stud-
ied. This study is necessary in order to generate re-
liable anonymized reported crime data for third party
service providers.

5 METHODOLOGY

The user study approach was used in order to deter-
mine factor(s) that influence people’s privacy during
crime report in real-life. We conducted this prelim-
inary survey in the University of Cape Town, South
Africa. Twenty-four participants were recruited to
source user experiences with reporting crimes. The
participants consisted of twenty users who had been
affected by crime before and only four users whom
had never been personally affected by crime. Ques-
tionnaires and face-to-face interviews were used to
gather user’s privacy preference during crime report-
ing. The questionnaire was designed to confirm the
validity of the claims in the research of Xiao and Tao,
2006, and Gedik and Liu, 2008 that users have dif-
ferent privacy levels. In addition we also designed
the questionnaire to confirm the claims of Chuang and
Kuo, 2011 that users find it easier to determine their
privacy level using a three-tier privacy level. Addi-
tionally the questionnaire aimed to gather other fac-
tors such as gender, age and crime level that influ-
ences peoples’ privacy during crime reporting.

A three-tier privacy level preference consists of
low, neutral (medium) and high. It is conceived that
the willingness of an individual to share information
is inversely related to his/her privacy level preference.
Our choice of three-tier is based on the research of
Chuang and Kuo, 2011 that believe users can only
recognize their privacy requirements between three
levels. A high privacy level indicates an extreme pri-
vacy consciousness, whereas a low privacy level de-
picts a lower privacy consciousness. Therefore, neu-
tral privacy level is an intermediate.

5.1 Survey Analysis

Figure 1 and Table 3 illustrate both visual and quan-
titative contents of data collected. Such summary is
necessary to obtain preliminary information about the
relationship among the variables collected. All the
collected survey data comprised of 24 subjects and
eight categorical variables: Sex, Age group, Present

education level/Occupation, Highest education qual-

ification (HEQ), Victim of crime, Crime experienced,
Preferred privacy level (PPL), and Reason for choice

of privacy (RCP). All the subjects interviewed are
postgraduate students whose Occupation and HEQ

are exactly related. For example, a student enrolled
for PhD has a Masters degree as his/her HEQ. With-
out loss of generality, HEQ will consequently be
deleted from the analysis data. Table 3 and Figure 1
provide summaries of the different categories of each
of the variables left.
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5.2 Survey Model

The response of interest in the survey is the attribute
Preferred Privacy Level (PPL) variable. To model the
PPL, we use multivariate logistics regression model
(Skrondal, 2003) because we are interested in explor-
ing the relationships among the variables (Skrondal,
2003) as stated in our research question. That is, we
want to know variables that influence peoples’ privacy
choice.

Consider a set of k explanatory variables; X =
{X1,X2, . . . ,Xk}, such that, X j = {x1 j,x2 j, . . . ,xn j}.
Also, assume that each set of observations, xi =
{xi1,xi2, . . . ,xik}, corresponds to measurements col-
lected from a specific subject i. X represents our de-
pendent variables such as age, gender. These mea-
surements could be any combination of continuous,
discrete or categorical variables. Further assume that
for each xi, a corresponding binary variable response
of interest yi was subsequently observed. Hence, the
responses constitute a vector Y = {y1,y2, . . . ,yn}. Y
represents our variable of concern i.e. PPL. Let the bi-
nary classes of Y be representable by 0 and 1. Logistic
model approach posits that the relationship between Y

and X can be modeled as;

log

(

p(1)

1− p(1)

)

= β0+β1X1+β2X2+ . . .+βkXk (1)

where, β0 is the coefficient of intercept and p(1) is the
observed proportion of subjects in response class 1
i.e. the probability of belonging to response category
1. Obviously, the probability of belonging to response
category 0 will be 1− p(1). Equivalently, Equation 1
could be represented in terms of odds ratio as;

p(1)

1− p(1)
= exp(β0 +β1X1 +β2X2 + . . .+βkXk) (2)

Thus, a primary aim of most logistic regression anal-
ysis is to estimate the coefficients β. β’s are the coef-
ficients of our exploratory variables.

5.3 Survey Result

Our results obtained showed that the odds ratio (OR)
for Male under Neutral-PPL implies that, on av-
erage, there is about 27.27% (= 1.2727 - 1) higher
chance that a male will choose a neutral preference
level over other preference levels. OR measures as-
sociation between our explanatory variables (such as
age group, gender) and our response of interest (PPL).

Our result further shows the estimated odds ratio
for Male under Low-PPL is 1. This implies that, on
average, the (independent) choices of a male and a
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Sex Age Occup. Cr. Vic. Crime Experienced Privacy Reason Pr. Level

Figure 1: Histogram illustrating the distribution of subjects
over the different categories of variables surveyed in the pri-
mary study of privacy level preference.

Table 3: Description of the different categories of the sur-
veyed variables used in the ensuing analysis. The table
shows number of subjects observed for each variable cat-
egory.

Variable Categories Subjects

Sex
Male 18
Female 6

Age group
26 - 30 11
31 - 35 4
36 - 40 9

Occupation
PhD 17
Masters 7

Privacy choice reason
None 5
Adaptive 1
Personal 8
Insensitive 4
Reduce crime 6
Explicit ID delete 2

Variable Categories Subjects

Crime Victim? Yes 20
No 4

Crime experienced

Burgle 3
Fraud 1
Robbery 2
Theft 12
Mugging 1
Assault 1
Car snatching 1

Preferred privacy level
Low 8
Neutral 9
High 7

female will be similar when considering choosing be-
tween low and other privacy levels.

With respect to age-group, our result illustrates
that, on average, relative to an individual in the 26-30
age group, an individual in the 31-35 age group has a
significantly higher chance of choosing a high privacy
preference level over other privacy preference levels.
The estimated odd of this claim is 12.5:1 with a stan-
dard error of about 3.4723. This deduction is sup-
ported by the plot on Figure 2. The large standard er-
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ror observed on the table is highly inevitable given the
sample size of the analysis data. This proves that age
is a key factor in choosing privacy preference. This
implies that age is a key element in choosing privacy.

In order to test if there is a relationship between
the type of crime experienced, Privacy Choice and
Preferred Privacy Level (PPL), we used subset re-
gressions. All subsets regression begins by fitting
separate models of the response against each of the
explanatory variables. Subset Regression is a pro-
cedure to check for relationship between individual
variable (e.g. Crime Experienced) and PPL. The in-
tercept is also considered as an explanatory variable
in this scenario. Based on some model selection cri-
teria the best among these one-variable models is se-
lected. This work uses the Alkaike Information Cri-

teria (AIC) as its model selection criterion: the lower
the AIC the better. Our result shows that, the differ-
ent categories of Privacy choice reasons seems
effective, except of IPR: Insensitive which was
not selected as an element of an optimal categoriza-
tion in any of the subset sizes. This implies that the
following factors affect people’s privacy choice: per-
sonality (PPR), Reduction of crime (RPR), Cultural
Background (Adaptive).

Applying similar ideas, as those from the previous
paragraph, to the results for Crime experienced al-
lows substantial pruning of the categories of the vari-
able to just Robbery, Theft and, Car snatching.
From our study, only these three crimes affect Peo-
ple’s Privacy Choice out of the seven different types
of crime investigated.

In summary, although it might be necessary to
gain more power through increased sample size
in the main study, the hypothesis of non-optimal
categorization of the Privacy choice reason and
Crime experienced variables cannot be rejected.
It is therefore claimed that, it is sufficient to say
that people’s privacy choices is affected by the fol-
lowing reasons: Age, Personality, Community

Need, Explicit Identity Removal and Cultural

Background:Adaptive. On the other hand, the
following categories of Crime experienced affects
people’s privacy choice: Robbery, Theft and, Car
snatching.

6 EXPECTED OUTCOME

Our preliminary survey has shown the feasibility of
our approach in our domain area. Results from our
survey shows that the feasibility of integrating a three-
tier privacy into k-anonymity. As future work, we
will be carrying out a real-life implementation of inte-
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Figure 2: Illustration of the degree of association between
high privacy preference level and potential confounder Age
group.

gration of our personalised privacy into k-anonymity
algorithm using three-tier privacy scheme. We also
hope to increase our survey subjects.

7 CONCLUSION

Analyzing data is crucial for knowledge-driven de-
cision support in most organisations, including the
crime domain. However, lack of data analytics exper-
tise within most law enforcement agencies in devel-
oping nations has necessitated the need to have third-
parties (honest-but-curious) data analytics provider
intervene in order to aid fast crime report analysis.
Data Anonymization techniques have proven to be
reliable solutions to help in overcoming the limita-
tions that prevents the engagement of third-parties
expertise in anlysing data. Nonetheless, anonymisa-
tion techniques proposed in the past such as Cryp-
tography and Swapping have limitations such as ad-
ditive noise and inference attack. K-anonymisation
technique has proven to be a promising alternative
in overcoming these shortcomings. However, the
generic paradigm approach to privacy enforcement in
K-anonymity model needs to be refined, in order to
improve efficiency in this regard.

Therefore, this research re-emphasizes the need to
integrate users privacy preference into k-anonymity
model, thereby improving its efficiency. The users
privacy preference ensures that users privacy specifi-
cation or need is well represented, such that the users
data is neither over-protected nor under-protected.
Our proposed approach integrates the concept of a
three tier-privacy level (low, medium and high) into
k-anonymity to achieve anonymization. This helps
us to identify individual users best choice and how

User-defined�Privacy�Preferences�for�k-Anonymization�in�Electronic�Crime�Reporting�Systems�for�Developing�Nations
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users privacy preference can be incorporated into the
K-anonymity model.

To establish the feasibility of our approach, we
carried out a preliminary survey in our domain area.
Results from our survey show that during crime re-
porting, there is about 27.27% higher chance that a
male person will choose a neutral preference level
over other preference levels. Our work is relevant and
critical in that it improves upon the K-anonymisation
model, thereby improving its efficiency. The next
phase of our research would consider verifying the
scalability of our approach by introducing different
attacks such as unsorted matching attack.
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ABSTRACT 
This research work considers a job that consists of three tasks (face recognition, voice recognition and finger print) each that has been 
submitted for schedule over a set of resources (computer processor) with an objective to minimize tardiness. Genetic Algorithm was used 
to solve this problem. While obtaining an optimal solution is not always guaranteed, results show that a ‘satisficing’ solution can always 

be obtained. It was discovered that increase in iteration provides a higher chance for a better solution with tardiness minimized. 
Obtaining a quality solution, with increase in number of jobs, is proportional to the number of generations in the scheduling program.   

 
Keywords: Scheduling, tardiness, grid application and genetic algorithm. 

 

 
1.  INTRODUCTION 

 
Scheduling is the allocation of resources in order to 
complete tasks under certain time constraints with the 
aim to best fulfil specific task processing objectives. 
The goal of this research work is the determination of 
a schedule that specifies when and on which machine 
each task in given job sequences is to be executed with 
tardiness minimization as the processing objective. It 

is possible to cluster wide varieties of geographically 
distributed resources such as computers, storage 
systems, data sources, and special class of devices and 
use them as a single unified resource, thus forming 
what is popularly known as computational grids [4]. 
Resource sharing is the fundamental of grid computing 
[1].  
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Although various kinds of resources on the grid may 
be shared and used, they are usually accessed via an 
executing “application” or “job” [2]. A CPU-intensive 
grid application can be thought of as many smaller 
subjobs referred to as tasks, each executing on a 
different machine in the grid [2]; the results of all of 
the jobs must be collected and appropriately assembled 

to produce the ultimate answer for the application. 
 
In this work Genetic algorithm (GA) is applied to 
perform the scheduling process. GA is a search 
technique based on the natural processes of biological 
evolution (survival-of-the-fittest principle); it searches 
for best possible solution in a solution space [3].  
 

2. RELATED WORKS 

 
In Abramson and Abela [1], the scheduling for exams 
was calculated through the use of a genetic algorithm. 
Because each student has a different schedule and 
different priorities, it would be very difficult to design 
a conventional search and constraint algorithm for a 
computer program. Instead, a genetic algorithm was 
used in which each chromosome is originally a 

randomly-created exam timetable.  
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The fitness function in the computer program simply 
tests each student's schedule into the timetable and 
rates the fitness of the timetable through several 
functions: how many conflicts there are, how many 
times a student has to take 2 consecutive exams, how 
many times a student has more than 3 exams in one 
day, and so on. This fitness function is used to test all 
the timetable chromosomes, and new generations are 

created, and eventually the optimized exam schedule is 
reached. 
 
Also, Hai Zhu et al [7] came up with a comprehensive 
analysis of heterogeneous grid task scheduling, 
according to the features of the grid environment and 
the different needs of task scheduling, a security 
benefit function and the credibility dynamic evaluation 

model are constructed. Based on these, a new model of 
multi-objective constrained Grid task scheduling was 
set up. Through the subjection degree function, the 
multi-objective optimization model was transformed 
into a single-objective optimization model. By 
adopting the different weights, the different 
requirements of the users can be met. Through the 
design of new operators, a genetic algorithm called 

MUGA to solve the problem was proposed and the 
convergence of this algorithm was proved. Simulation 
results demonstrated that the proposed algorithm was 
better than the compared ones in terms of the length of 
the task scheduling, security efficiency value, 
reliability and scheduling costs. 
 

3. PROBLEM FORMULATION 

 
The mathematical model below represents the 
scheduling problem solved in this research work. 
Consider a set of n independent distributed 
computational jobs (in this case, biometric analysis)  
 

  },...,,{: 21 njjjJ     …………. (1) 

A job ji consists of a set of r tasks represented by set 
 

},...,,{: 21 r
pppP  …………..  (2) 

 
Given a set of y available computational resources 

 

},...,,{: 21 ymmmM …………. (3) 

 
Each task, pi belonging to ji is to be scheduled on the y 
available computational resources. 
 
The processing speed of the y machines is 

},...,,{: 21 ysssS      ………….  (4) 

 
 
Processing load of each task is defined as 

 

},...,,{: 21 r
wwwW ………….  (5)  

 
Each job has represented in the set above is 
characterized by the following properties: 

• Release time (synonymously arrival or ready 

time) rrj: The point in time when a job j was 
submitted for processing. 

• Processing time tji: The time it takes to 

process job j on machine i. This is calculated 
by dividing the task size by machine speed.  

• Due time ddj : The point in time at which job 

j should be completed. 

• Tasks/operations pj: Jobs are further 

subdivided into different operations/tasks p1, 
p2,…, pr. 

 

Given a set of N distributed biometric jobs where job ji 
has r tasks and y available resources, the problem 
bothers on to allocate all the tasks in ji on y resources 
in order to minimize tardiness in job. Before 
formulating the problem the following terms are 
defined: 
 
             N = Number of jobs 

            M = Number of available machines 
            Ci = Actual completion time of job ji 
           Ci

e = Expected completion time or due time of ji 
Li  = Lateness of job ji 
τi = Tardiness of job ji 
T = sum of job tardiness J  
tk = Processing time of task pk 
wk = Task size (load) of task pk 
si = processing speed of mi 

 
This scheduling problem is represented as 

∑
=

n

i

i

0

min τ     ……………… (6) 

Subject to 

WwMmswt kkkkk =∈∀≥    and   /

………………..  (7) 
Where  

),0max( ii L=τ  …………..  (8) 

 
e

iii CCL −=    …………………… (9) 

 
Equation (6) is the objective function that minimizes 
the total tardiness of job.  
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Equation (7) is the machine capacity constraint, i.e. the 
time it takes a task to process is dependent on the 
speed of the machine and the size of the task. 

 

4.  METHODOLOGY 
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Fig 1:  Flowchart representing the Genetic Algorithm  
            used for this Research Work 
 

Genetic Algorithm as described in Forrest [6], Fogel  

[5] and Haupt & Haupt [8] was applied to this work. 
Figure 1 shows the flowchart of the process followed 
in obtaining an acceptable solution to the optimization 
problem. 
 
(1) Initial population: The first population which is 
our sample or initial feasible schedule was generated 
based on first come first served (FCFS) i.e. jobs were 

scheduled based on ascending order of their release 
date (arrival date). This forms the initial feasible 
solution. 
 
(ii) Chromosome representation: The solut ion 
is coded into chromosomes. The job ids are used for 
the chromosome representation. 
 

(iii) Evaluation: The tardiness of each chromosome 
(i.e. job) is calculated using the formula:  
 

}0),max{( max ddet −  …………. (10) 

 
That is, the due date of a job is subtracted from its task 
maximum highest completion time (i.e. the task that 
has the highest completion time amongst all the task of 
a job). Any job that is not tardy has the value 0 as its 

tardiness otherwise its tardiness is a positive value 
greater than zero. Fitness function is a measure of 
quality. Since the objective function is to minimize 
tardiness, the fitness function is thus based on this and 
calculated using the formula below: 
 

Fitness function: [ }0),max{( max ddet − ]-1 …… (11) 

 
That means the fitness value of a chromosome is 
obtained by finding the inverse of its tardiness. Thus, 
fitness value is inversely proportional to tardiness. 

This implies that the lower the tardiness, the higher the 
fitness value. 

Where maxet  represents the completion time of a 

job’s task with maximum completion end time  dd 

represents the due date or expected completion time of 
a job. 
 
The fitness value is calculated as the inverse of 
tardiness. 
 
(iv) Recombination:  This leads to generation of 
subsequent population which evolves from the initial 

feasible schedule or solution. A subsequent generation 
is obtained by swapping chromosomes that have 
higher fitness value with their adjacent chromosomes 
provided the adjacent chromosome has a lower fitness 
value. This process is repeated till the termination 
criterion is met.  
(v) Termination criteria: Once the termination 
criterion (defined or stated number of generations) is 

RECOMBINATI
ON 

      INITIAL   

POPULATION 

CHROMOSOME 

REPRESENTATI

  
EVALUATIO

DISPLAY 

     Start 

Input Job 

Is 
population 

size = N? 

         End 



Vol 5. No. 2, March, 2012         ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net � �

�

�

� � ��������������� 

54 

 

 

reached, the algorithm stops. This was varied from 10 
to 1000 generations depending on the number of jobs. 

 

4.1 System Simulation 
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Fig  2: Target System showing scheduling agent and  
            processing resources 
 

Figure 2 shows a pictorial representation of the 
hypothetical target system used in this work. It is 
assumed that the operations to be performed by the 
computer processors in the system are analyses of 
biometric data for which they have already been 
equipped. The scheduling agent coordinates the 
allocation of jobs to machines available for task 
execution in the grid environment. It determines the 

machine to process a particular task. The scheduling 
agent is subdivided into: 
 

• Input Buffer: The input buffer contains jobs 

that are submitted with information such as 
their release dates, due dates and the size of 
each of its task. 

• Task Scheduler: This is controlled or 

directed by a scheduling algorithm based on 
the concept of genetic algorithm. The 
scheduling algorithm determines the order of 
task execution with an objective to minimize 
tardiness. 

• Output Buffer: The output buffer contains 
the result of processed job. 

 

The job, when submitted, is stored in the input buffer. 
The task scheduler picks up the job and distributes its 
task to the underlying machines based on the 
scheduling algorithm that was developed in this 
research work.  
The machines return the completed task to the output 
buffer from where the results can be accessed. The two 
nodes represent the underlying machines that are 

available for the computation of the jobs. The 
machines contain biometric algorithm that process 
submitted task. In this research work, it is assumed 
that there are three available machines and each 
machine performs a designated task. It is also assumed 
that each job is divided into three tasks namely: Face 
recognition, voice recognition and finger print. 
Machine one is dedicated for task one (face 

recognition), machine two is dedicated for task two 
(voice recognition) and machine three for task three 
(finger print). 

 

4.2 Hypothetical System 

• There are n distributed network of 

machines where n ≥ 2  

• Machines have different processing 

speeds 

• Each machine has a designated task it 

performs 

• Application/job consists of a set of 

tasks to be carried out on different 
machines 

 

4.3 System Implementation 
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Fig  3: System Architecture 

 
 
This project work was implemented using C++ 
programming language and compiled using turbo C++ 
version 4.5 compiler on a Microsoft Window XP 

professional version 2002 platform with an Intel 
centrino-duo processor. The work is divided into 
different modules in order to ease the implementation. 
The chart below shows each of these modules: 
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5. RESULT AND DISCUSSION 

Graph 1: Showing the fitness value for schedule of 5 
jobs for 10 generations 

 

 
Graph 2: Showing the fitness value for schedule of 10 

jobs for 30 generations 
 

 
Graph 3: Showing the fitness value for schedule of 10 

jobs for 60 generations 

 

 
Graph 4: Showing the fitness value for schedule of 20 

jobs for 500 iterations or generations 

 

 
Graph 5: Showing the fitness value for schedule of 20 

jobs for 1000 iterations or generations 

 
Graph 1 represents the schedule for 5 jobs. It had its 
fitness value as 599.999 at the 3rd iteration out of a 

total of 10 iterations. Graph 2 and 3 depict the 
schedule of 10 jobs for 30 and 60 iterations or 
generations respectively. Graph 2 had its best fitness 
as 53.5714at the 18th iteration while graph 3 also had 
its best fitness as 58.1396 at the 46th iteration.   
 
Graph 4 and graph 5 depict the schedule of 20 jobs for 
500 and 1000 iterations or generations respectively. 

Graph 4 had its best fitness as 17.05514 at the 58th 
generation while graph 5 had its best fitness as 
17.0764 at 959th generation. Thus, it was observed that 
an increase in iteration increases the space to be 
searched for solution, hence a higher chance of a better 
result.   
 
In summary, increase in iteration provides a higher 
chance for a better and improved solution because 

more space is available for search. Also, it can be 
clearly seen that as the number of jobs increase, an 
increase in number of iterations is needed to obtain a 
quality solution. Therefore, an increase in the number 
of jobs requires an increase in the number of iterations 
to improve the quality of solution obtained. 
 

6. CONCLUSION 

 
In this research work, Genetic Algorithm concept was 
used to schedule jobs over resources with the aim or 
objective to minimize tardiness. We have presented a 
simple model in which the performance of machines in 
a grid setup can be optimized by scheduling different 
tasks contained in a job to multiple machines in the 
grid and later reassembling the tasks. While the arrival 

at optimal solution is not always guaranteed, the 
genetic algorithm solution method employed is able to 
provide a solution that both satisfies the constraints of 
the system and is sufficiently close enough to the 
objective function (a ‘satisficing’ solution)
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Abstract. Compiler has been a wonderful tool for the programmer. It plays a fundamental role in the 

central activity of computer science – preparing problems for solution by computer. Despite the 

advantages of compilers, a lot of time is being spent in compiling codes and in tracing, detecting, 

recovering from errors. Most compilers identify errors in source code but could not provide solutions to 

the errors, neither do they try to correct the errors. Paying attention to a compiler that can recover a 

program from a syntax error by suggesting in a precise manner to the programmer the direct causes of 

error and given suitable recommendation will help the programmer to concentrate on the logic of the 

program. Hence, this study investigates the behavior of compilers in connection to error handling and 

correction and implements a parser, a component of a compiler that improves on the way the existing 

compilers handle syntax error in the source code. This is done by identifying errors in the source code, 

suggest the solution and recover the program from compilation error by correcting the source code. Java 

programming language is chosen as a case study and the parser implementation is carried out using 

C++ and C# (C Sharp).  

 

Keywords: Parser, Compiler, Java, Lexical Analyzer, Syntax Analyzer 

 

INTRODUCTION  

A programming language is usually divided into the two components of syntax (form) and semantics 
(meaning). Many programming languages have some kind of written specification of their syntax and/or 
semantics. Some languages are defined by a specification document, for example, the C programming 
language is specified by an ISO Standard, while other languages, such as Perl, have a dominant 
implementation that is used as a reference. Java is a high level and object-oriented programming language 
with its own syntax and semantics. (James G., Bill J., Guy S., and Gilad B. (2005) ; John E. H., Rajeev M., 
and Jerrey D. U. (2001)). 
 

Different programming languages had evolved in the past decades. Each of these languages has its own 
translator. A translator is a program that takes a program written in one programming language and 
produces an equivalent object code in target machine. (Aho A.V., Ullman J.D. (1985); Aaby A.A. (2005)). 
The term translator is generally used in broad sense which can further be broken down into two: a 
compiler or an interpreter. A compiler is a computer program (or set of programs) that transforms source 
code written in a programming language (the source language) into another computer language (the target 
language, often having a binary form known as object code). The compiler derives its name from the way 
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it works, looking at the entire piece of source code and collecting and reorganizing the instructions.(Avo, 
A.V. et.al. (1986). Thus, a compiler differs from an interpreter, which analyzes and executes each line of 
source code in succession, without looking at the entire program. The most common reason for wanting to 
transform source code is to create an executable program. 
 
A parser is a program which determines if its input is syntactically valid and determines its structure. 
Parsers may be hand written or may be automatically generated by a parser generator from descriptions of 
valid syntactical structures. The descriptions are in the form of a context-free grammar. Parser generators 
may be used to develop a wide range of language parsers, from those used in simple desk calculators to 
complex programming languages. (Aaby A.A. (2005); Nicklaus W. (2005); Andrew W.A. (1998)).  
 

PHASES IN COMPILATION 
 
A typical way of compiling a program is to split the compilation into several phases with well-defined 
interfaces. Conceptually, these phases operate in sequence (though in practice, they are often interleaved), 
each phase (except the first) taking the output from the previous phase as its input. It is common to let 
each phase be handled by a separate module. (Torben, 2010, Avo, A.V. et. al. (1985), Crenshaw W. 
(1988)). A typical compiler consists of several phases each of which passes its output to the next phase. 
(Aaby A.A. (2005). The phases are described below: 
 The lexical phase (scanner) groups characters into lexical units or tokens. The input to the lexical 

phase is a character stream. The output is a stream of tokens. Regular expressions are used to 
define the tokens recognized by a scanner (or lexical analyzer). The scanner is implemented as a 
finite state machine. 

 The parser groups tokens into syntactical units. The output of the parser is a parse tree 
representation of the program. Context-free grammars are used to define the program structure 
recognized by a parser. The parser is implemented as a push-down automata. 

 The semantic analysis phase analyzes the parse tree for context-sensitive information often called 
the static semantics. The output of the semantic analysis phase is an annotated parse tree. 
Attribute grammars are used to describe the static semantics of a program. This phase is often 
combined with the parser. During the parse, information 
concerning variables and other objects is stored in a symbol table. The information is utilized to 
perform the context-sensitive checking. 

 The optimizer applies semantics preserving transformations to the annotated parse tree to simplify 
the structure of the tree and to facilitate the generation of more efficient code. 

 The code generator transforms the simplified annotated parse tree into object code using rules 
which denote the semantics of the source language. The code generator may be integrated with 
the parser. 

 The peep-hole optimizer examines the object code, a few instructions at a time, and attempts to 
do machine dependent code improvements. 

 
                                                                                                                                                                                                              

EXPERIMENTAL DESIGN 
 

Design Of The Parser  
The parser is a java simulator. It reads source java code and takes it through the first two phases of 
compilation i.e. lexical analyzer and syntax analyzer where it will determine and attempt to correct the 
basic errors associated with the source code- the lexical and the syntax errors. These interact with the 
symbol table manager and error handling routines.  
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The Parser Model 
The compiler uses strictly java Backus-Naur Form (BNF) in its design and compiling the source code. 
This is used in modeling the behavioral pattern of the program at the compile time. This process is simply 
modeled thus: 
 
 

 
Fig.  1:    The Parser Model 

 
 
 
Source  lexical analysis  Syntax Analysis 

 Read the source java file 
 Perform lexical analysis – identify tokens in the source code 
 Syntax Analysis – parse the stream of token to determine its syntactic correctness 

The BNF Notation used for the design is show below. 
<member decl> ::= <generic method or constructor decl> 
                | <method or field decl> 
                | "void" <identifier> <void method declarator rest> 
                | <identifier> <constructor declarator rest> 
                | <interface declaration> 
                | <class declaration> 
<generic method or constructor decl> ::= <type parameters> <generic method or constructor rest> 
<generic method or constructor rest> ::= <type> <identifier> <method declarator rest> 
                                       | "void" <identifier> <method declarator rest>                                       | 
<identifier> <constructor declarator rest> 

Error Handling 
Routines 

Source 

Program 

Lexical Analysis 

Syntax Analysis 

Compilation 

Result 

Symbol Tables 
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<method declarator rest> ::= <formal parameters> {"[" "]"}* {"throws" <qualified identifier list>}? 
<method body> 
                           | <formal parameters> {"[" "]"}* {"throws" <qualified identifier list>}? ";" 
<method body> ::= <block> 
<constructor declarator rest> ::= <formal parameters> {"throws" <qualified identifier list>}? <method 
body> 
<method or field decl> ::= <type> <identifier> <method or field rest> 
<method or field rest> ::= <variable declarator rest> 
                         | <method declarator rest> 
<void method declarator rest> ::= <formal parameters> {"throws" <qualified identifier list>}? <method 
body> 
                                | <formal parameters> {"throws" <qualified identifier list>}? ";" 
<identifier suffix> ::= {"[" "]"}+ "." "class" 
                      | "[" <expression> "]" 
                      | <arguments> 
                      | "." "class" 
                      | "." <explicit generic invocation> 
                      | "." "this" 
                      | "." "super" <arguments> 
                      | "." "new" {<non-wildcard type arguments}? <inner creator> 
<explicit generic invocation> ::= <non-wildcard type arguments> <explicit generic invocation suffix> 
<inner creator> ::= <identifier> <class creator rest> 
<selector> ::= "." <identifier> {<arguments>}? 
             | "." <explicit generic invocation> 
             | "." "this" 
             | "." "super" <super suffix> 
             | "." "new" {<non-wildcard type arguments}? <inner creator> 
             | "[" <expression> "]" 
<postfix op> ::= "++" 
               | "--" 
<expression 2 rest> ::= {<infix op> <expression 3>}* 
                      | <expression 3> "instanceof" <type> 
<infix op> ::= "||" 
             | "&&" 
             | "|" 
             | "^" 
             | "&" 
             | "==" 
             | "!=" 
             | "<" 
             | ">"             | "<=" 
             | ">=" 
             | "<<" 
             | ">>" 
             | "+" 
             | "-" 
             | "*" 
             | "/" 
             | "%" 
<expression 1 rest> ::= "?" <expression> ":" <expression 1> 
<element value array initializer> ::= "{" {<element values>}? {","}? "}" 
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<element values> ::= {<element value>}+ 
<qualified identifier> ::= <identifier> {"." <identifier>}* 
<import declaration> ::= "import" {"static"}? <identifier> {"." <identifier>}* {"." "*"}? 
<type declaration> ::= <class or interface declaration> 
                     | ";" 
Parsing Technique 
Parsing technique employed is LL (k), where LL stands for left-to-right-scanning of the input stream and 
left-most derivative. The term left-most derivative implies that at each step, the left most non-terminal is 
replaced by a string of terminals and non-terminals as guided by the grammar rules. 
 

Error Detection, Correction And Recovery 
While java compiler parse a source code and identify errors and state the line where the errors occur and 
the likely cause, the Parser will check the source code, identify the error (error detection), and provides 
solution (correction) by inserting the missing tokens in the source program. This will allow the 
compilation to complete without halt (recovery). 
Note: if the suggested correction is not compatible with the programmer’s intended code, then the Parser 
provides a means of reverting to the previous state. 
 
 

RESULTS 
The input for the system is java source code. The code can be typed directly to the text editor. Save the 
code with .java extension. Then start button is pressed from the Toolbar. The program parse the source 
code and generate some messages depending on the status of the program that is being parsed as shown in 
table 1 below: 
 
INPUT COMMENT OUTPUT 

public class Arithmetic{ 
 public int sum (int a, int b) 
{ 
  int result = a + b; 
  return result; 
 } 
} 

Sample java code without 
error 

Completed Successfully 

public class Arithmetic{ 
 public int sum (int a, int b) 
{ 
  int result = a + b; 
  return result; 
 } 
 

Sample java code without 
error 

Expected } at line 7. The code 
has been Corrected  

 
Table 1: Sample Program Output 
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For codes with syntax error, the parser will make attempt to recover from the error by correcting the code. 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig.   2:   Parser Code Editor With Parsed And Corrected Code 

 

 

CONCLUSION 
This study has designed and implemented a parser with the emphasis on the first two phases of the 
compilation (lexical analysis and syntax analysis) as it relates to error detection, correction and recovery. 
It is designed to facilitate recovery of a compiler from the compilation errors at the compile time using 
java programming language as the case study. 
 
Since language recognizer as a branch of compiler is a software component that implements some data 
structure to accept a language. Recognizers are machines. The machine takes a string as input. The 
machine accepts the input if when run the machine stops at an acceptance state. This study does more by 
extending the capabilities of the language recognizer’s input to the stream of token, taken as input, 
tokenize and parse. This study is a great relief for programmers and we hope to further work on other 
stages of compilation.  
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ABSTRACT 

 

Virtually all sectors of society is driven by Information and Communication Technology (ICT); 

Open and Distance Learning (ODL) inclusive. Processes involved in ODL activities such as 

application for programmes, admission process, registration, lecture delivery and continuous 

assessment, need ICT support for effectiveness and efficiency. In spite of the benefits derivable 

from its applications, developing countries still lag behind their counterparts in the rest of the 

world regarding the use of ICT for teaching, learning, and administration of ODL programmes.  

Such benefits include convenient access to education, wider coverage and cost savings. 

 

This paper examines challenges in applications of ICT to ODL in developing countries, with 

particular focus on Nigeria. Based on my experience and interaction with different stakeholders 

at the Centre for Distance Learning, Obafemi Awolowo University, the paper will explore 

challenges relating to a)  inconsistent government policies and actions; b) limited Internet access 

inhibiting smooth communication between teachers and students; c) resistance to change from 

traditional teaching/learning mode to technology-driven mode by lecturers and students; d) 

under-funding of the overall education system;  e) lack of skilled manpower to drive this new 

mode of interaction; and f) overall work climate. Methods and strategies for overcoming these 

challenges are also discussed. Among the strategies are: a) harnessing the opportunities 

presented by new telecoms companies, b) collaboration with private Information Technology 

(IT) Companies; c) collaboration among universities and colleges in  terms of cost and resources 

sharing; and d) incorporation of theory and practical aspects of IT into Primary to Tertiary 

Education Curricula. 

 



 1.0     INTRODUCTION 

Open and Distance Learning (ODL) has being in existence since 1728 (Wikipedia Encyclopedia, 

2010). Since its inception, ODL has always embraced the use of evolving technology for its 

operations. Some of the technologies used in the past and still in existence in some part of the 

world are Postal System, Telephony system, television, radio and so on. With the use of these 

technologies, access to education has been expanded particularly amongst the undeserved 

populations. 

Today, delivery of Distance Education has benefited from Information and Communication 

Technology. Among the benefits are: 

Accessibility: One defining feature of ICT is their ability to transcend time and space. 

Course materials may be accessed online/ on internet 24 hours a day, 7 days a week. 

Convenience and flexibility to learners: Learners are not bound to a specific day/time 

to physically attend classes. They can also pause learning sessions at their convenience. 

Depending on the technology used, students can begin their courses while at work and finish 

those at an alternate internet equipped location. 

Access to remote learning resources: Teachers and learners no longer need to rely 

solely on printed books and other materials in physical  media housed in libraries (and available 

in limited quantities)  for their educational needs. Various websites contain rich and dynamic 

resources available to learners at a click of mouse. 

Consequently, ICT is being integrated into ODL. In developed countries, ICT has been fully 

integrated into ODL while in developing countries, it is gradually becoming integrated.  

 

 



2.0   CONCEPT OF OPEN AND DISTANCE LEARNING 

 

2.1 Features of Open and Distance learning 

There is no one definition of Open and Distance Learning. Rather, there are many approaches to 

defining the term. Most definitions, however, pay attention to the following features: 

Teachers and learners are usually separated from one another either in time or place, or 

both in time and place. 

Learning is accredited or certified by some institution or agency. This type of learning is 

distinct from learning through your own effort without the recognition of a learning institution. 

Communication between teachers and learners is a necessary component in distance 

education, as in all other forms of education. Communication technologies distribute messages in 

text, still and moving images, and sound. 

There is also the possibility of face-to-face meetings for tutorials, learner–learner 

interaction, library study and laboratory or practice sessions. 

In large-scale open and distance learning operations, labour is divided and tasks are 

assigned to various staffs who work together in course development team.     

    (COL, 2002) 

 

 

 

 

 



2.2 Types [methods] of distance education courses 

Distance Education has traversed four to five 'generations' of technology in its history. These 

are correspondence, Educational television and radio systems, Multimedia Systems, Internet-

Based learning. 

Correspondence: originated at the end of nineteenth century, and is still most widely used 

form of distance education in less developed countries. Interaction in the correspondence method 

is by letters and other written or printed documents sent through postal systems.   

Educational television and radio systems: use terrestrial, satellite, and cable television and 

radio to deliver live or recorded lectures to both individual home-based learners and groups of 

learners in remote classrooms where some face-to-face support might be provided. Some 

systems offered limited audio or video-conferencing links back to the lecturer or a moderator at a 

central point. 

Multimedia Systems: It encompasses text, audio, video and computer-based materials. In this 

approach, lectures/course materials are usually recorded on CD-ROM and can be accessible on a 

computer. 

Internet-based systems: Multimedia (text, audio, video and computer-based materials) in 

electronic format are delivered to individuals through computers, along with access to databases 

and electronic libraries, and which enable teacher-student and student-student, one-to-one, one-

to-many, and many-to-many interactions, synchronously or asynchronously, through e-mail, 

computer conferences, bulletin boards, etc. 

         (UNESCO, 2002) 



2.3  Technologies used in delivery of Internet-based Systems of Open and 

Distance Learning 

The types of available technologies used in internet-based learning are divided into two groups: 

synchronous and asynchronous (Stefan Hrastinski, 2008)  

Synchronous technologies 

Synchronous technology is a mode of online delivery where all participants are "present" at the 

same time requiring a timetable to be organized. 

Learners and teachers experience synchronous internet-based learning as more social and avoid 

frustration by asking and answering questions in real time. Synchronous sessions help e-learners 

feel like participants rather than isolates: Isolation can be overcome by more continued contact, 

particularly synchronously, and by becoming aware of themselves as members of a community 

rather than as isolated individuals communicating with the computer.                                         

        (C. Haythornthwaite and Michelle M. K.) 

Examples of synchronous technology are 

Web-based VoIP is a form of communication in which a person clicks an object (i.e. button, 

image, or text) to request an immediate connection with another person in real-time either by 

phone call, Voice-over-Internet-Protocol (VoIP), or text. 

 Telephone Conferencing is a telecommunications device that transmits and receives sound, 

most commonly the human voice. 

http://en.wikipedia.org/wiki/VoIP
http://en.wikipedia.org/wiki/Telephone
http://en.wikipedia.org/wiki/Telecommunication
http://en.wikipedia.org/wiki/Transmitter
http://en.wikipedia.org/wiki/Sound
http://en.wikipedia.org/wiki/Human_voice


Video conferencing is a set of interactive telecommunication technologies which allow two or 

more locations to interact via two-way video and audio transmissions simultaneously. 

Web conferencing is used to conduct live meetings, training, or presentations via the Internet. 

 Direct broadcast satellite (DBS) is a term used to refer to satellite television broadcasts 

intended for home reception. 

Internet radio (also known as web radio, net radio, streaming radio and e-radio) is an audio 

service transmitted via the Internet.    

Asynchronous technologies 

Asynchronous technology is a mode of online delivery where participants access course 

materials on their own schedule. Students are not required to be together at the same time. The 

idea here is that participants may engage in the exchange of ideas or information without the 

dependency of other participants involvement at the same time.  

It is thus a key component of flexible internet-based learning. In fact, many people take online 

courses because of their asynchronous nature, combining education with work, family, and other 

commitments. Asynchronous technology makes it possible for learners to log on to an internet-

based learning environment at any time and download documents or send messages to teachers 

or peers. Students may spend more time refining their contributions, which are generally 

considered more thoughtful compared to synchronous communication.  Message board forums, 

e-mail and recorded video are examples of asynchronous technology. (Stefan Hrastinski, 2008) 

http://en.wikipedia.org/wiki/Telecommunication
http://en.wikipedia.org/wiki/Technology
http://en.wikipedia.org/wiki/Meeting
http://en.wikipedia.org/wiki/Presentation
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Satellite_television
http://en.wikipedia.org/wiki/Internet


3.0                      Challenges of using Information and Communication Technology in Open and 

Distance Learning 

 

In spite of the benefits derivable from its applications, developing countries still lag 

behind their counterparts in the rest of the world regarding the use of ICT for teaching, learning, 

and administration of ODL programmes.   

The reasons for the set back are discussed below using Nigeria as focus. The identified 

challenges are a) inconsistent government policies and actions; b) limited Internet access c) poor 

economic situation d) resistance to change from traditional teaching/learning mode to 

technology-driven mode by lecturers and students; under-funding of the overall education 

system; e) under-funding of the overall education system and f) lack of skilled manpower. 

 

(1) Inconsistent Government Policies, projects and actions 

 

In Nigeria, one aspect that is often neglected in policies/project formulation is sustainability. 

History has shown that too many policies, projects and programs start with a bang but all too 

soon fade out with a whimper, to be quickly forgotten. This is not without exemption even in 

education and ODL.  

In many instances, these projects are initiated by third party donors—such as international aid 

agencies or corporations—and not enough attention is paid to establishing a mechanism by 

which the educational institution or community involved can pursue the project on its own or in 

partnership with other stakeholders after the initiating donor exits.  



In Nigeria, it’s often thought that mainly cost and financing are barriers to sustainability. 

According to Cisler, the sustainability of ICT-enabled programs has four components: social, 

political, technological, and economic as well.  

Social sustainability is a function of community involvement. Innovation can happen only when 

all those who will be affected by it, whether directly or indirectly, know exactly why such an 

innovation is being introduced, what the implications are on their lives, and what part they can 

play in ensuring its success. In Nigeria, stakeholders are not usually carried along when policies 

are formulated. 

Political sustainability refers to issue of policy and leadership. Considering the innovative nature 

of ICT-enabled projects, leaders must have a keen understanding of the innovation process, 

identify the corresponding requirements for successful adoption, and harmonize plans and 

actions accordingly. In Nigeria, many of the leaders have little or no ICT skills. 

Economic sustainability refers to the ability of a school and community to finance an ICT-

enabled programme over the long term 

Technological sustainability involves choosing technology that will be effective over long term. 

 

(2) Limited Internet Access  

 

According to Yusuf (2006), Successful distance education cannot be assured without the use of 

effective communication and technological tools (email, internet etc).  

Several cities and rural areas in Nigeria do not have access to internet facilities. Even the few 

areas that have internet experience sporadic access.  



In the same vein, Commonwealth of Learning (COL) made it clear that essential services and 

infrastructures like electricity, telecommunications and postal services must be developed to 

levels that could support the declared scale of Open and Distance Education in order to increase 

administrative networks and develop a proper link between faculty and students. 

In Nigeria, electricity and telephony upon which these tools depend is yet to cover many 

especially rural areas and areas that are covered experience sporadic supply.  

From table 1 below, internet access per 100 persons is 4, wired school per 100 institutions is 4, 

and Tertiary Institutions Bandwidth Speed (Internet) is 256KBPS.  

 

(3) Poor Economic Situation. 

 

A recent study conducted by the Global Information Technology (December 2009) measured the 

readiness of world economies for ICT based networking. The study used the Networked 

Readiness Index (NRI), covering a total of 133 economies in 2009-2010, to measure the degree 

of preparation of a nation or community to participate in and benefit from ICT developments. 

Nigeria was ranked 99th out of the 133 countries surveyed. Also, Nigeria was ranked 90th out of 

134 countries surveyed in 2008. This shows a decline in Nigeria’s preparedness to participate in 

and benefit from ICT development globally.  

 

 

 

 



(4) Resistance to change from traditional teaching/learning mode to technology-driven mode 

by lecturers and students 

 

The role of willingness of human personnel cannot be under-estimated. Prospective students and 

staffs must be willing to embrace this new technology since the technology is not self-driven; it 

needs to be driven by human beings. It takes wiliness on the part of students and lecturers to 

drive this new technology. 

In Nigeria, many lecturers are reluctant to change from traditional-mode of teaching to 

technology-driven mode. Also, many of them see face-face lecture as their primary assignment 

while e-learning is seen as a secondary assignment. This has also negatively affected their 

willingness to change. 

 

(5) Under-funding of the overall education system. 

 

In Nigeria, finances allocated to the overall educational system are insufficient especially when 

compared to developed countries. This can hardly cater for the face-face/conventional mode of 

teaching/learning. Consequently, available funds are focused on the conventional mode of 

teaching. 

Currently public spending on education is estimated at 5% of GDP, which places Nigeria above 

the average of developing countries, but slightly below the average of developed countries 

(5.4%).   (UNESCO, 2007) 

 

 



(6) Computer Literacy 

Computer literacy means knowing some basics – how to save and open a file, use a word 

processing program, and send and receive email for starters. Moreover, it means having some of 

level of comfort around computers rather than having some fear or a feeling of foreboding (New 

York Times Company, 2006). 

From table 1 below, Computer literacy per 100 persons is 5. This implies that 0.05% of the 

population of Nigeria is computer literate.  

 

(7) Lack of skilled manpower 

 

In developing world, Open and Distance Learning (ODL) is a new field which is just gaining 

momentum. Hence, sufficient skilled personnel’s are scarce.  

In addition, most lecturers and prospective students lack basic computer literacy skills. 

 

The State of ICT in Nigeria: How does Nigeria Compare? 

  

S/No. Attributes of ICT as Economic 

Development Agent 

N. America Nigeria Number of Years 

to Catch Up 

1. PC Count Per 100 Households 91 3 30 

2. Computer Literacy Per 100 

Persons 

78 5 35 

3. Internet Access Per 100 Persons 94 4 20 

4. ICT Application to Learning,    



Research and Admin. 98 4 50 

5 Wired Schools Per 100 Institutions 100 4 15 

6. Business with IT Application 97 4 27 

7 University Graduates with IT 

Skills 

87% 5% 45 

8 Tertiary Institutions Bandwidth 

Speed (Internet) 

 

10 Gig/Sec 

 

256KBPS 

 

175 

9. ICT Knowledge Workers Per 100 

Persons 

 

18 

 

0.7) 

 

150 

10. ICT Contribution to Economy 15% 0.2) 210 

Overall Economic Development through 

ICT 

20% 0.5% 225 

 

Table 1 Source: AfriHUB 

 

 

 

 

 

 

 

 

 



4.0                                       SUGGESTIONS AND RECOMMENDATIONS 

 

(1) Incorporation of theory and practical aspects of IT into Primary to Tertiary Education 

Curricula:  

 

Though ICT is being introduced into our School Curriculum from primary to tertiary; it is mainly 

elementary and theoretical as the students hardly see or at most touch a functional computer 

system. In addition, knowledge-building services, including internet access are not available or 

unaffordable. 

National Universities Commission (NUC), the government agency responsible for registering 

and regulating universities have prescribed personal computer ownership as 1 PC to 4  for 

students (Okhiria, 2007). However, this seems not to be feasible presently. It is hereby 

recommended that it should be changed to 1 PC for 10 students now. Then in the next three to 

five years, it can be reviewed to 1 PC to 5 students. The chain can keep going till it is envisaged 

that 1PC can be allocated to a student. Each department should have a computer laboratory in the 

proposed ratio above. 

In addition, institutions should charge students for computer laboratory fees for maintenance 

purpose. This also gives them a sense of belonging and creates in them caution to handle the 

equipment with care. It is often believed that one takes better care of whatever one pays for. 

Institutions can make arrangement with ICT companies to make computers available to students 

on easy payment plan. 

 

 



(2) Collaboration with Private IT companies 

 

The nation does not exist in a vacuum and for application of ICT to ODL to succeed the buy-in 

of higher institutions, IT firms, business firms, parents, political leaders, business leaders and 

other stakeholders is essential. Innovation can happen only when all those who will be affected 

by it, whether directly or indirectly, know exactly why such an innovation is being introduced, 

what the implications are on their lives, and what part they can play in ensuring its success.  

Thus developing countries need to go in partnership with IT firms, banks or industries for cost-

sharing, building up of human-capacity.  

Community-wide consultation and mobilization are processes critical to sustainability. In short, a 

sense of ownership for the project must be developed among all stakeholders for sustainability to 

be achieved. 

 

(3) Harnessing the opportunities presented by new telecoms companies 

 

Many telecoms companies are fast springing up in developing countries. The provision of these 

facilities also comes with internet-support. The nation can go in partnership with the telecoms 

companies to facilitate the application of ICT to ODL. 

Institutions can also make arrangements with these telecoms to make student customizable-

modem available on an easy payment plan. This will reduce the workload on institutions 

bandwidth.  

Furthermore, the nation can insist that one of the missions of these telecoms should be to widen 

the reach of education via ODL. 



 

(4) Collaboration among universities and colleges  

 

Instead of replicating many e-learning facilities all over the nation, universities and colleges 

should be encouraged to collaborate with one another in terms of cost and resource sharing.  

For instance, universities can collaborate for bulk purchase of bandwidth, inter-sharing of e-

learning resources so that distance learning students can walk in to any nearby university to use 

their facilities or laboratory.   
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 Streaming Data Anonymization in  

Electronic Crime Reporting Systems 
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Results 
The overall layout for this section should be modified from this template to best show off your graphs 
and other result-related illustrations. You might want a single, large column to accommodate a big 
map, or perhaps you could arrange 6 figures in a circle in the center of the poster: do whatever it takes 
to make your results graphically clear. And, by all means PLEASE, make your graphs big enough to 
read from 6’ away. 

ph format is fine, but sometimes a simple list of bullet points can communicate results more 
effectively: 
 

 

Figure 4. Label the lines manually (as above) and then delete the silly key 

provided by your charting software.  The above figure would also be greatly 

improved if I had the ability to draw mini rats with and without brains. 
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navigate maze Motivation 

• Streaming Data 

– Delay Constraints in processing 

time 

– Scarcity in data analytic expertise 

• Usage Scenarios: 

– Honest-but-curious   third party 

service providers 

– Querying of anonymized data is 

faster than encrypted data 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Problem 

• Fast & Secure Anonymization  

– Privacy versus data usability 
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Methods 
• K-anonymity algorithm for privacy & Poisson Probability Distribution for crime pattern prediction 

  Why streaming data anonymization? :  Gives access to crime report prevention in real time 

                 

 (1) Poisson Prediction Model          (2)     Buffering  Streaming Crime Data  

 

 

 

 

 

 

(3) Applying K-anonymity                                     (4)  Anonymised Crime Data     

                 

One Result 

Efficient  & reliable anonymization 

 

 

 

   

Prototype Implementation:CryHelp 

App (Crime Report Interface) 
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Hasso Plattner Institute 
for IT-Systems Engineering 

The Hasso Plattner Institute for IT-Systems Engineering (HPI) at the University of Pots-
dam is unique in Germany for two key reasons: It was the first university institute in 
Germany financed entirely by private funds, and it is a prime example of a successful 
public-private partnership. The Hasso Plattner Institute offers the Bachelor’s and Mas-
ter’s degree in “IT-Systems Engineering” that emphasizes on the ability to design, de-
velop, and control large, complex, and distributed IT systems. A particular specialty of 
the HPI is the strong engineering orientation that intensively incorporates industrial 
projects in its curriculum. 
 
10 Research Groups shape the profile of the HPI in IT-Systems Engineering. At the HPI, 
470 undergraduate and graduate students are currently enrolled and about 100 re-
search assistants and Ph.D. students are researching in their respective field. Since Oc-
tober 2005, the HPI runs the Research School on “Service-Oriented Systems Engineer-
ing”, an international Ph.D. school with 26 Ph.D. students in Potsdam and 31 Ph.D. stu-
dents at University of Cape Town in South Africa, Technion in Israel, and Nanjing Uni-
versity in China.  
 
The Hasso Plattner Institute tightly cooperates with scientific partners, both nationally 
and internationally. Among the partners – apart from renowned European universities – 
are the Stanford University, the Massachusetts Institute of Technology (MIT) in the US, 
as well as Technical University of Beijing in China. Furthermore, the HPI cooperates with 
renowned major IT companies, such as EMC, Fujitsu, HP, IBM, Microsoft, SAP, Siemens, 
and T-Mobile. 
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Prof. Dr. Christoph Meinel 
 
Director of the  
Hasso Plattner Institute 

Christoph Meinel is full professor (C4) for computer sciences at HPI and University of Potsdam, 
holding a chair on „Internet Technologies and Systems“. His research focuses on Future Internet 
Technologies, in particular Internet and Information Security, Web 3.0: Semantic, Social and Ser-
vice Web, as well as innovative Internet Applications, especially in the domains of e-Learning and 
Telemedicine. Apart from teaching in the HPI Bachelor and Master courses on IT-Systems Engi-
neering he also teaches at the HPI School of Design Thinking. He is a visiting professor at the 
College for Computer Science at Beijing University of Technology in China and is a senior re-
search fellow at the Interdisciplinary Center for Security, Reliability and Trust (SnT) at the Univer-
sity of Luxembourg (formerly LIASIT – Luxembourg International Advanced Studies in Information 
Technology). Since 2008, he is program director of the HPI-Stanford Design Thinking Research 
Program together with Prof. Larry Leifer from Stanford University. 

Introduction: 
Hasso Plattner Institute 

 



 

 Introduction: 
Future SOC Symposium 
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Prof. Dr. Andreas Polze 
 

Speaker of the  
HPI Research School 

Prof. Dr. Andreas Polze is the Operating Systems and Middleware Professor at the Hasso Plattner 
Institute for Software Engineering at University Potsdam, Germany. He is also the speaker of the 
Ph.D. school on "Service-Oriented Systems Engineering" at HPI and member of the steering com-
mittee of HPI's Future SOC Lab. Andreas received a doctoral degree from Freie University Berlin, 
Germany, in 1994 and a habilitation degree from Humboldt University Berlin in 2001, both in 
Computer Science.  
At HPI, his research focuses on architectures of operating systems, on component-based middle-
ware, as well as on predictable distributed and cloud computing. Andreas Polze was visiting sci-
entist with the Dynamic Systems Unit at Software Engineering Institute, at Carnegie Mellon Uni-
versity, Pittsburgh, USA, where he worked on real-time computing on standard middleware 
(CORBA) and with the Real-Time Systems Laboratory at University of Illinois, Urbana-Champaign. 
Current research interests include Predictable Service Computing, Adaptive System Configuration, 
and End-to-End Service Availability for standard middleware platforms. Together with Charité, 
GETEMED, and Deutsche Telekom, he has run the Fontane telemedicine project. Joint research 
with SAP has investigated porting HANA to new processor architectures. 



 

From PCs to Tablets:  

Programming the Diffuse Web 

Personal computing has been radically changed by 
smartphones and tablets. Within a few years, these new 
devices have become as numerous as personal computers. 
They have also almost bridged the performance gap. A 
modern smartphone is equipped with a hardware that can 
compete the traditional laptop on many aspects. 
 
Since we permanently carry our phones with us. Since they 
are always connected to a network and since they are 
equipped with a vast set of sensors, they allow us to 
implement new applications that were inconceivable a few 
years back in the past: the diffuse applications. 
 
However, programming diffuse applications is difficult 
because it combines all the hardest points of the traditional 
programming to which it brings new problems of its own. In 
this course, we will present a new programming language 
called Hop, specially designed for addressing these 
problems. We will present the language, its constructs, its 
semantics, and how to program realistic diffuse 
applications. 
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Manuel Serrano is a Senior Scientist at INRIA, leading the INDES (Informatique Diffuse et Sécuri-
sée) team in Sophia-Antipolis. After completing his PhD (Paris VI, 1994), on the compilation of 
functional languages, he moved to Nice and created the Bigloo development environment for 
Scheme. He joined INRIA in 2001, and has focussed on development environments for the diffuse 
web since 2005. 

Dr. Manuel Serrano 
 
Senior Scientist, INDES 
(Informatique Diffuse et 
Sécurisée), INRIA 



 

The Human Manifold: On the 
Predictability of Human 

Online Behaviour and its 
Consequences 
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Thore Graepel is a Principal Researcher at Microsoft Research Cambridge and Professor of Ma-
chine Learning at University College London (UCL). Thore’s research is rooted in machine learning 
and probabilistic reasoning with applications to large-scale online services, games people play, 
visual pattern recognition, automatic data analysis, and social network data. More recently, he 
has been working in probabilistic programming – co-inventing the Tabular programming language 
– and has rediscovered his passion for behaviour and reinforcement learning. Thore’s work in 
machine learning continues to have a strong influence on Microsoft products and services with 
millions of users, including the TrueSkill ranking and matchmaking system in Xbox Live, the 
AdPredictor click-through rate estimation system in Bing, and the Matchbox recommendation 
system for the Xbox Live Marketplace. 

A growing proportion of human activities, such as social 
interactions, entertainment, shopping, gathering infor-
mation, and learning, are now mediated by digital services 
and devices. Such digitally mediated behaviours can easily 
be recorded and analysed, fuelling the emergence of com-
putational social science together with new services such 
as personalized search engines, recommender systems, and 
targeted online marketing. In this talk, I will discuss to what 
degree human behaviour is predictable from online records, 
and I will demonstrate that, by using basic machine learning 
methods, it is possible to predict a wide range of personal 
attributes including sexual orientation, ethnicity, religious 
and political views, personality traits, intelligence, and hap-
piness to a surprising degree of accuracy. I give examples 
of associations between attributes and Likes and discuss 
implications for online personalization and privacy. This is 
joint work with Michal Kosinski and David Stillwell at the 
University of Cambridge and is based on the PNAS paper 
“Private traits and attributes are predictable from digital 
records of human behavior”. 

Dr. Thore Graepel 
 

Online Services, Advertising 
and  Applied Games, 
Microsoft Research 



 

Multi- and Many-Core 

Architectures - A Trip over a 

Bumpy Road 

General purpose CPUs with dozens of computing cores are 
currently reaching  the market.  Some researchers even 
expect chips with thousands of computing cores to be 
available in the foreseeable future. In this talk we will 
discuss the architectures of some current multi- and many-
core CPUs with an emphasis on understanding the 
hardware foundation of today's parallel computing systems.  
In particular we will concentrate on the memory hierarchy 
of these CPUs and the inherent cost of sharing in cache-
coherent multi-core systems. Additionally,  we will examine 
typical problems that system designers and application  
programmers have to solve when they try to utilize such 
hardware architectures effectively.  
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Jörg Nolte is professor for computer science at the Brandenburg University of Technology (BTU) 
in Cottbus (Germany) where he holds the chair for distributed systems and operating systems. 
Prior to that position he was a senior researcher at the Fraunhofer Gesellschaft, Institute for 
Computer Architecture and Software Technology (FIRST), Berlin. He received his M.S. 
(Dipl.Inform.) in computer science   in 1988 and his Ph.D. (Dr.-Ing.) in 1994, both from the Tech-
nical University of Berlin. He was a principal member and finally the deputy head of the PEACE 
group that developed the operating system for Germany's first massively parallel supercomputer. 
In the 90s he was a post doc fellow and senior researcher in the Tsukuba Research Center (TRC) 
of the Real World Computing Partnership (RWCP) in Tsukuba Science City, Japan. Since that time 
his research concentrated on scalable, low-latency middleware and operating system platforms 
for clusters and other parallel architectures, including rather strange ones such as wireless sensor 
networks. He was Subject Area Editor for Parallel and Distributed Systems for Elsevier's  "Journal 
of Systems Architecture" and his group recently participated in the Intel MARC program (Many-
core Applications Research Community). Currently he is the speaker of the special interest group 
for operating systems of the German GI and the dean of the Faculty 1 (Mathematics, Natural 
Sciences and Computer Science) of the BTU Cottbus. His major research interests are operating 
systems, middleware and programming languages for parallel, distributed and embedded sys-
tems.  

Prof. Dr.-Ing. Jörg Nolte 
 
Verteilte Systeme/
Betriebssysteme,  
BTU Cottbus 



 

 Technology Trends: A Storage 
Vendor's Perspective 

The storage industry has changed substantially since 1956.  
The entire landscape, with its attendant assumptions, is 
shifting underneath the feet of storage vendors.  There are 
many opportunities - and pitfalls - in the near future. This 
talk will briefly survey some of the driving trends keeping 
company strategists up at night. 
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Dr. Douglas Santry 
 

Advanced Technology Group 
NetApp 

Doug Santry earned his PhD from the University of Cambridge.  He is best known for the Elephant 
file system.  He is also an original member of the Xen hypervisor team at Cambridge.  Taking a 
break from systems he worked as a quant for a leading investment bank where he formed strong 
opinions on the fitness for purpose of modern storage systems.  His research interests at NetApp 
focus on making modern storage systems more useful for mathematical computation (analytics, 
scientific, financial) by leveraging non-volatile memories; he believes that in the very near future 
the relationship between applications and the storage stack will change forever. 



 

Hybrid Cloud Computing  – An 

OpenStack Based Approach 

Touching on the origins of the need for a horizontal, elastic 
infrastructure we examine how OpenStack is being used by 
HP Helion as a platform for hybrid – private, managed and 
public – cloud computing.  The OpenStack community, one 
of the most rapidly growing open source projects in years, 
is developing the fundamental components for cloud 
computing.  HP, as one of the major contributors and 
platinum members of OpenStack, is basing its cloud 
products and strategy on OpenStack.   We conclude by 
comparing the evolution of the client-server architecture as 
at the 2nd revolution of infrastructure computing, to the 
elastic cloud model – the 3rd revolution of infrastructure.  
This talk will include multiple real-world use case examples. 
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William L. Franklin 
 
Vice President,  
OpenStack and Technology 
Enablement,  
HP 

William L. Franklin's experience spans more than 25 years, leading successful teams of software 
development technologists in a variety of cross-functional environments. These teams delivered 
enterprise products that include operating systems, database engines, migration tools, and e-
commerce.  Bill joined HP in 2012, focusing on the use of OpenStack across HP’s Converged Cloud 
portfolio. 
His experience serving as an executive advisor to several startups gives Bill a valuable perspec-
tive on the business implications of engineering decisions. This experience has been refined 
during a career that included Vice President of Engineering roles at Sun Microsystems, Cloudscal-
ing, Clustra Systems, Unikala Software, and Alibris. He also served in product development, prod-
uct management, and marketing roles prior to focusing his career on engineering leadership. 
While at Sun Microsystems Bill was responsible for the core engineering of Solaris, and Sun’s 
distribution of OpenSolaris. He served as the executive liaison to opensolaris.org, ran the hosting 
of opensolaris.org and oversaw the contribution of a number of projects to Apache.org. Addition-
ally, Bill has worked closely with a number of open source communities, including projects within 
Apache, MySQL, postgresql, OpenSolaris, OpenStack and others. 
Bill earned Bachelor’s Degrees in Computer Science and Economics from the University of Califor-
nia, Berkeley, and a M.Sc. by Research in Electronic Systems Engineering from the University of 
Essex, Colchester, England.  



 

Low Effort Just-In-Time Compi-
lers with RPython for More Effi-

cient Service Execution 

One of the advantages of service-oriented computing is 
that it makes it feasible for programmers to chose the lan-
guage that is most suited to the job, since services com-
municate through a language-independent interface. This 
allows the programming language landscape to become a 
lot more heterogeneous. These different languages all need 
to be implemented efficiently, typically using a good just-in-
time (JIT) compiler. In this talk I will discuss approaches to 
radically lowering the implementation effort of JIT systems 
using the meta-tracing JIT construction approach and the 
RPython programming language. 
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Dr. Carl Friedrich Bolz 
 

Research Associate, 
Software Development Team 

King‘s College London 

Carl Friedrich Bolz is a postdoc at King's College London who is broadly interested in runtime 
compilation techniques for dynamic languages and other systems that can benefit from a JIT 
compiler. He did his PhD at the Heinrich-Heine-Universität Düsseldorf and was a postdoc at the 
Hasso-Plattner-Institut Potsdam. 



 

Constraint-based Optimisation 

of Complex Event Processing 

The enactment of processes in a service-oriented 
environment often creates streams of events that can be 
exploited for execution monitoring. Complex event 
processing (CEP) systems collect, analyse, and react to 
events, thereby providing an infrastructure to realise such 
monitoring. Yet, matching of complex event patterns is a 
common performance bottleneck. We argue that the 
processes creating events can be leveraged for optimising 
detection of event patterns. In particular, we show how 
constraints extracted from process models can be used for 
event pattern rewriting, execution plan selection, and 
execution plan rewriting. 
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Dr. Matthias Weidlich 
 
Research Associate,  
Large-Scale Distributed 
Systems Group,  
Imperial College London 

Matthias is a post-doctoral research associate in the Department of Computing at Imperial Col-
lege London, United Kingdom. Before joining Imperial in 2013, he was a research fellow and ad-
junct lecturer at the Technion - The Israel Institute of Technology, Israel. He received his PhD in 
Computer Science from the Hasso Plattner Institute (HPI), University of Potsdam, Germany, in 
2011. His research focuses on process modelling and analysis, event-based systems, data in-
teroperability, and uncertainty management. His results appeared in  journals, such as IEEE Trans-
actions on Software Engineering, IEEE Transactions on Knowledge and Data Engineering, Infor-
mation Systems,  The Computer Journal, and Acta Informatica. For his work, he received the Grand 
Challenge Audience Award at DEBS 2013 and the Best Paper Award at ICSOC 2010. 



 

Interleaving of Modification and 
Use in Data-driven Tool 

Development 

There is a need for supporting the process of creating and 
adapting visual programming tools such as code browsers 
or run-time explorers because of the following observation: 
Programmers who are working in a Unix shell environment 
have little difficulties when building customized tools 
around utilities such as "grep" by creating, adapting, or com-
posing scripts. This leads to the perception of good pro-
grammers being able to address any given task efficiently 
by employing their own programming capabilities. 
However, programmers who are working in a graphical, in-
tegrated programming environment such as Eclipse or Visu-
al Studio do arguably not share this perception. There, the 
available set of tools seems to be complex and extension 
points not easy to exploit programmatically. Instead, pro-
grammers are concerned with mastering the graphical user 
interface, keyboard shortcuts, and plugins. They rarely build 
their own plugins/tools; the overhead is just too high. 
In that spirit, we want to bring the flexibility and power of 
the Unix shell to state-of-the-art programming environ-
ments. For this, we map a data-driven perspective on pro-
gramming tools and describe a framework in that perspec-
tive to ease tool creation and modification. We address 
software artifacts that are not only source code, but also 
more general information such as traces, bugs, features, 
emails, or stocks. With that, our proposal is not limited to 
the programming domain but can be applied to other appli-
cation domains concerned with information. 
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Marcel is PhD student at the Hasso Plattner Institute at the University of Potsdam. He is part of 
the Software-Architecture group led by Prof. Dr. Robert Hirschfeld. Since getting his Master’s 
degree at HPI in October 2011, Marcel has been part of the HPI Research School. His research 
activities include the area of integrated tools for programmers, especially code-centric program 
comprehension. For this, direct manipulation concepts, dynamic analysis, and cooperation of dis-
tributed teams in agile processes play an important role. Additionally, he investigates modularity 
concepts with respect to critical software quality metrics such as extensibility and maintainabil-
ity while reasoning about interdependencies between programming languages and tools. 



 

Building the Enterprise Cloud  

– Innovation at work  

In the new networked economy, organizations need to 
accelerate their innovation agenda across all business units.  
IT organizations need to support this change with a 
technology agenda that includes brokering innovative 
solutions and services to the business. Cloud solutions can 
dramatically help global enterprises to react quickly to new 
business requirements and new market trends. SAP has 
introduced the HANA Enterprise Cloud to run mission critical 
applications in a cloud environment. Martin Heisig provides 
insights on SAP Cloud Technology stack and how 
organizations can leverage SAP's cloud services to 
maximize their innovation agenda. 
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Martin Heisig is the head of SAP’s Infrastructure Services Organization. In this role he is responsi-
ble for SAPs global IT infrastructure including the operation of SAP’s external cloud offerings. The 
SAP Cloud offering includes SaaS solutions as well as comprehensive cloud infrastructure com-
bined with managed services for gobal enterprise customers.  
Martin Heisig holds a Degree in Electronics and Communications Engineering from Fach-
hochschule Munster Germany and has more than 20 years experience in the professional IT busi-
ness.“ 



 

Privacy by Design - Protecting 
Sensitive Data on Untrusted 

Machines 

The increasing use of networked IT systems brings new 
challenges regarding the protection of sensitive data. While 
in the past privacy was mainly assured through regulatory 
approaches, access control and audits, these mechanisms 
tend to be inappropriate for largely distributed systems. 
New technical protection mechanisms come to rescue: they 
allow to make sensitive data available for various applica-
tions, while protecting them from misuse.  
 
The talk will focus on the problem of securely outsourcing 
data and computations to untrusted cloud environments. I 
review the feasibility of using modern cryptography for the 
protection of sensitive data: by directly computing on en-
crypted data, leaks by insiders can be prevented. Based on 
own work, I will review the basic constructions for secure 
computations and show their applicability to practical prob-
lems. Finally I discuss how the complex design process of 
the underlying cryptographic protocols can be automatised 
by the use of special compilers. 
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Stefan Katzenbeisser is a professor for security engineering at Technische Universität Darmstadt 
and principal investigator at the Center for Advanced Security Research Darmstadt (CASED). After 
studying computer science at the Vienna University of Technology, he worked as a senior scien-
tist at Philips Research in Eindhoven. His research focuses on applied cryptography, privacy, se-
cure embedded systems and critical infrastructures. 



 

Peering for the Pan-African 

Research and Education 

Networks: Challenges and 

Possibilities 

Despite an increase in the number of Internet eXchange 
Points (IXPs) in Africa, as well as proliferation of submarine 
and terrestrial fibre optic cable systems, the level of 
peering among Africa’s Internet service providers remains 
low. Using active network measurements, this work 
characterizes the level of interconnectivity and peering 
among Africa’s National Research and Education Networks 
(NRENs), and examines the performance of traffic exchange 
in terms of latencies. Results show that African inter-
university traffic is characterized by high latencies due to 
circuitous inter-continental routes used for the exchange of 
traffic. The resulting poor performance limits the ability of 
African universities to use the Internet as a tool for 
collaboration and e-resource sharing. This work evaluates 
the possibility for improving peering and reducing latencies 
through the use of software defined internet exchange 
points. 
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Josiah is a PhD student in the HPI Research School in ICT4D at the University of Cape Town. His 
research focuses on Internet performance and traffic engineering in Africa, especially among the 
National Research and Education Networks (NRENs). Josiah is interested in approaches to achieve 
flexible Internet peering, such as through software defined Internet eXchange Points (IXPs). He 
is also interested in dynamic and collaborative traffic engineering techniques using map-and-
encapsulate routing protocols. His goal it to achieve improved performance for African inter-
NREN traffic exchange and enhanced cross-border collaboration and e-resource sharing among 
universities. 
Josiah has a Master of Science degree in Networking and Internet Systems from Lancaster Uni-
versity, England, as well as a Bachelor of Science degree in Computer Science from the University 
of Malawi. For the past five years, he has been teaching undergraduate courses in Information 
and Communications Technology at Mzuzu University in Malawi. Prior to joining Mzuzu University, 
Josiah worked as a network engineer for a mobile network operator 
Airtel. 



 

A Trust-Nothing Architecture 
for Secure Computing 

Security and privacy are main concerns of future computer 
systems. The problem has gained increasing importance in a 
world with vast amount of devices connected to each other 
over the internet, where common software bugs allow com-
promising systems even if their owner is trustworthy. One 
wishes to have trust in computing resources either against 
their owner which might be untrusted, or against external 
attacker which can compromise the system.  In our research 
we focus on hardware based architectures that enable com-
plete protection from software attacks, including a hostile 
operating system or even hypervisor, and from most of the 
hardware attacks.  We aim to provide complete secrecy and 
tamper awareness of a program and its data while correctly 
executing it, or declaring failure due to a tamper attempt. 
We consider a single local computer running multiple appli-
cations with an untrusted OS, and show that our architec-
ture delivers complete privacy and tamper awareness, 
where the protection mechanisms barely hurt the system’s 
performance. We see first signs that our approach can be 
expanded to multi-core multi-computer systems such as 
cloud systems. 
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Ofir Shwartz is currently a PhD student at the Technion Israel Institute of Technology, where he 
also acquired his Master degree and BSc degree. Shwartz was a member of the design and archi-
tecture team at EZchip Technologies developing performance critical systems, and before worked 
at companies such as Intel Corporation and Zoran Microelectronics. His main interests are com-
puter architecture, performance oriented systems, and system security. 



 

On the Multiple Dimensions of 

Performance and Implications 

to System Architectures 

High performance is a common goal for system designers. 
However, performance is actually multi-faceted, with 
different notions of performance often being mutually 
contradictory. For example, the desire of a user for quick 
response, and thus no queuing, is at odds with the 
provider’s desire to fully utilize its resources. Unfortunately, 
designers often proceed to propose solutions without first 
determining the true requirements and relevant 
performance measures; this is akin to attempting to provide 
the optimal solution to an unspecified problem… 
 
In this talk, we will discuss various performance measures, 
some well known and others less so, as well as the 
interplay among them. Examples from a variety of areas will 
be used to show this, as well as for illustrating how precise 
articulation of the relevant measures and removal of 
unnecessary requirements can enable dramatically better 
solutions. The talk is relevant to a very broad audience, and 
will be self contained. While most people will find parts of 
the talk obvious, most are likely to gain important new 
insights.  
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since 1991, and presently heads its Center for Communication and Information Technologies 
(CCIT) and the Parallel Systems Laboratory. He is also involved with Israeli industry in various 
ways. Prof. Birk  received his B.Sc. and M.Sc. degrees from the Technion, and the PhD from Stan-
ford University, all in Electrical Engineering. He was subsequently a research staff member at 
IBM’s Almaden Research Center before joining the Technion. His research interests include com-
puter and communication systems, parallel architectures, with focus on storage and information-
dissemination systems. The judicious exploitation of redundancy for performance enhancement 
is a recurring theme in his work, as are cross-layer approaches and techniques. Most recently, 
these have been applied to non-volatile memory and to data centers. Presently, he is also en-
gaged in an attempt to architect secure systems that do not trust the software infrastructure. 



 

Dynamic Buffer Resizing for 
Efficient and Secure Streaming 

Data Anoymization 

The emergence of electronic crime reporting systems in the 
developing world has raised the need to design effective 
privacy enforcing mechanisms for streaming crime data. 
Due to the lack of expertise, it makes sense to transfer real
-time crime report data in these countries to third party 
data mining service providers for pattern analysis aimed at 
reducing future crime occurrences. Proposed approaches to 
protecting streaming data from “curious-but-honest” ser-
vice providers include various k-anonymity privacy algo-
rithms. However, these algorithms rely on buffering mecha-
nisms to temporarily store the data records during the 
anonymization process. Buffering mechanisms incur high 
information loss, in terms of records exceeding their time-
delay constraints, particularly in cases of intermittent 
streaming data flows. Furthermore, since previous 
schemes/algorithms trigger anonymization on the basis of 
the number of records in the buffer instead of the time-
sensitivity of the data, time-sensitive records can get ne-
glected. In crime reporting scenarios time-sensitivity of 
records is a strong constraint because the third party ser-
vice providers need to be provided with accurate anony-
mized streaming data to generate useful results in a timely 
manner. We discuss extensively on challenges of adapting 
existing data stream anonymization algorithms to electron-
ic crime reporting scenario. We also discuss possible solu-
tions to address these challenges. 
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Aderonke Busayo Sakpere is a second year doctoral candidate at the Hasso Plattner Institute in 
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Object-based Stereo Image 

Retrieval 
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PhD Student,  
HPI Research School Nanjing 

Xiangyang Xu currently is a first year Ph.D. student of Department of Computer Science and 
Technology, Nanjing University. He received his B.Sc. degree in computer science from Nanjing 
University in June 2011. After that, he was admitted to study for a M.Sc. degree in Nanjing Uni-
versity without entrance examination. In July 2013, he became a Ph.D. candidate in Multimedia 
Computing Group (MCG), Nanjing University, under the supervision of Prof. Gangshan Wu. Xiang-
yang’s research interest lies in the field in multimedia content analysis including image retrieval, 
high-dimensional indexing, and computer vision and so on. Since 2013, he has published several 
papers on the international conferences in the related topics served as main-author or co-author, 
such as ICME, PCM, ICIMCS. 

Recent years, the stereo image has become an emerging 
media in the field of 3D technology, which leads to an 
urgent demand of stereo image retrieval. In this 
presentation, we will introduce a framework for object-
based stereo image retrieval (OBSIR), which retrieves 
images containing the similar objects to the one captured in 
the query image by the user. The proposed approach 
consists of both online and offline procedures. In the offline 
procedure, we propose a salient object segmentation 
method making use of both color and depth to extract 
objects from each image. The extracted objects are then 
represented by multiple visual feature descriptors. In order 
to improve the large scale search efficiently, we construct 
an approximate nearest neighbor (ANN) index using cluster-
based locality sensitive hashing (LSH). In the online stage, 
the user may supply the query object by selecting a region 
of interest (ROI) in the query image, or clicking one of the 
objects recommended by the salient object detector. 



 

 Pose-IO: A Wearable Device that 

Allows for Eyes-Free Input and 

Output Through the User's 

Muscles 

We present Pose-IO, a wearable device that offers input 
and output. Users wear Pose-IO on their forearms. They 
communicate with Pose-IO through the pose of their wrists. 
Users enter information by performing an input gesture by 
flexing their wrist, which the device senses using a 3-axis 
accelerometer. Users receive output from Pose-IO by find-
ing their wrist posed in an output gesture, which Pose-IO 
actuates using electrical muscle stimulation. This mecha-
nism allows users to interact with Pose-IO without visual or 
auditory senses, but through the proprioceptive sense. 
 
We demonstrate three simple applications that demon-
strate eyes-free use, real-time interaction, and spatial inter-
action. In a first user study, participants re-entered posed 
received from Pose-IO with an average accuracy of 5.8° 
despite the minimal bandwidth offered by the device. In a 
second exploratory study, we explored participants’ emo-
tional response to Pose-IO and the concept of the user’s 
hand itself serving as the interface.  
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Pedro is a PhD student of Prof. Patrick Baudisch’s Human Computer Interaction lab in Hasso Platt-
ner Institute. Pedro engineers and investigates future interfaces that read & write directly to the 
user's body, through the muscles. Pedro's devices enable realistic immersive experiences, such as 
force-feedback, with a small hardware footprint. This is achieved by directly actuating the human 
body with electrical stimulation instead of using motors and moving parts. Outside research, 
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at ACM XRDS magazine]. 



Social Event 

Dinner at Schloss Caputh (Caputh Palace) 

The small royal, electoral country estate, Caputh Palace, is the only surviving palace 
building in the Potsdam cultural landscape, which represents the era of the Great 
Elector, Friedrich Wilhelm of Brandenburg. Caputh Palace (built after 1662) belonged to 
Frederick William's second wife, Dorothea. 
 
We will start with a boat tour (departing Thursday June 26 at 19.00 at the pier near 
hotel Avendi at lake Griebnitzsee) to Caputh Palace. After that, dinner will start at 20.30 
in Kavalierhaus Caputh. 
 
There will be shuttle buses to the Hasso Plattner Institute/Griebnitzsee available 
departing approx. 22.45 at Kavalierhaus (via Potsdam Central Station). 

“Schloss Caputh (Caputh Palace)” by Colin Smith (via Geograph Deutschland), CC BY-SA 2.0 
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The HPI Research School 

In October 2005, the HPI started its Research School on “Service-Oriented Systems En-
gineering”, a graduate school based on the model of the DFG (German Research Founda-
tion) “Graduiertenkolleg”. 
 
The Vision of the Research School 
Design and implementation of service-oriented architectures impose numerous research 
questions from the fields of software engineering, system analysis and modeling, 
adaptability, and application integration. Service-Oriented Systems Engineering repre-
sents a symbiosis of best practices in object orientation, component-based develop-
ment, distributed computing, and business process management. It provides integration 
of business and IT concerns. Service-Oriented Systems Engineering denotes a current 
research topic in the field of IT-Systems Engineering with high potential in academic 
research as well as in industrial application. Supported by an internationally renowned 
grant, PhD students at our college participate in joint activities such as lectures, semi-
nars, winter schools and workshops. 
 
The Members of the Research School 
The professors of the HPI with their research groups are supporting pillars for our PhD 
school. With its interdisciplinary structure, the research college on Service-Oriented Sys-
tems Engineering interconnects the HPI research groups and fosters close and fruitful 
collaborations. 
 
In context of the research college, the different groups at HPI work on the following 
topics: Human Computer Interaction and Computer Vision as Service (Prof. Dr. Patrick 
Baudisch), Service-Oriented Geovisualization Systems (Prof. Dr. Jürgen Döllner), Model-
ing and Verification of Self-Adaptive Service-Oriented Systems (Prof. Dr. Holger Giese), 
Tools and Methods for Software Engineering in Service-Oriented Systems (Prof. Dr. Rob-
ert Hirschfeld), Security Engineering of Service-Based IT-Systems (Prof. Dr. Christoph 
Meinel), Service-Oriented Information Integration (Prof. Dr. Felix Naumann), Evolution-
ary Transition of Enterprise Applications to Service-Orientation (Prof. Dr. h.c. Hasso 
Plattner), Operating System Abstractions for Service-Oriented Computing (Prof. Dr. An-
dreas Polze); and Services Specification, Composition, and Enactment (Prof. Dr. Mathias 
Weske). 
 
On the website of the Research School, please find latest information about the Ph.D. 
students, their research interests, joint projects, and events: 
http://www.hpi.de/research_school 



International Branches 

International cooperations enable the HPI to extend its research scope and to provide 
ist international partners with an opportunity for close exchange and with access to the 
HPI's international research contacts. Junior researchers work at their home universities, 
but receive their scholarships from the HPI in Germany. While being mentored jointly by 
their home university professors, they will be integrated into the Potsdam HPI Research 
School's research activities and participate in joint conferences and symposia. 
 
Nanjing University, Nanjing, China 
In November 2011 the "HPI Research School at Nanjing University" was opened. 
 
Technion, Israel Institute of Technology, Haifa, Israel 
Since April 2010 there is a HPI Research School at Haifa in cooperation with Technion - 
Israel Institute of Technology too. The Ph.D. students are working at the "HPI Research 
School at Technion, Haifa" within the HPI Research School team. 
 
University of Cape Town, Cape Town, South Africa 
In April 2009, the HPI Research School launched a "branch" in South Africa. The "HPI 
Research School at University of Cape Town" is mainly researching information and 
communication technologies that are relevant for developing and emerging countries. 
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Expansion of the Research School 
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Annually, the Institute’s Research School seeks talented junior researchers and accord-
ingly offers 
 
8 Ph.D. Scholarships and 2 Postdoc Scholarships 
 
The HPI Research School focuses on the foundation and application of large-scale, high-
ly complex and interconnected IT systems. With its interdisciplinary and international 
structure, the Research School interconnects the HPI research groups as well as its in-
ternational branches at Cape Town University, Technion - Israel Institute of Technology 
and Nanjing University. The HPI Future SOC Lab, a state-of-the-art computer center, 
enriches the academic work at the HPI Research School. 
 
The HPI professors and their research groups ensure high quality research and will su-
pervise Ph.D. students in the following topic areas: Human Computer Interaction, Prof. 
Dr. Patrick Baudisch; Computer Graphics Systems, Prof. Dr. Jürgen Döllner; System Engi-
neering and Modeling, Prof. Dr. Holger Giese; Software Architecture, Prof. Dr. Robert 
Hirschfeld; Internet Technologies and Systems, Prof. Dr. Christoph Meinel; Information 
Systems, Prof. Dr. Felix Naumann; Enterprise Platform and Integration Concepts, Prof. 
Dr. h.c. Hasso Plattner; Operating Systems and Middleware, Prof. Dr. Andreas Polze; 
Business Process Technology, Prof. Dr. Mathias Weske. 
 
If you have prior experience in any of these areas, you are invited to submit a full appli-
cation with the following documents: curriculum vitae and copies of certificates/
transcripts, brief research proposal, work samples/copies of relevant scientific work (e.g. 
master‘s thesis), and a letter of recommendation. 
 
Applications must be submitted by August 15th of the respective year. Positions are 
usually available at the beginning of October. Please send your applications to: 
 
research-school-application@hpi.de 
 
For more information on HPI and its HPI Research School see: 
 
http://www.hpi.de/research_school 
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INTRODUCTION 

• Data Streams: 

• Emerge from various sources  

• Must be processed with minimum delay  

     (Zakerzadeh & Osborn, 2013) 

• Continuous: Potentially Infinite 

• Time Bounded         (Golab & Ozsu, 2003) 

 

 

 

 
 
Image from  http://developer.teradata.com/sites/all/files/images/dm2datastreams2sessionstptapi.JPG 

• Examples include Web Applications (Crime Report), Telephone Calls 
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INTRODUCTION 
• What is Anonymization? 

• De-identification 

• Privacy Preservation 
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INTRODUCTION 

• Why not just de-identify by removing names 

and/or Identification Number? 

 

 

• De-identification by removing explicit identifier 

 

 

• This is susceptible to linking attacks 

 

• Sweeney’s Survey: 87% of US population 
discovered using a combination of three 

attributes 
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INTRODUCTION 
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• Illustration of how linking attack can occur 

 

 

 

 

 

 



INTRODUCTION 
• K-anonymity has been proven to preserve data 

privacy effectively 

 

• K-anonymity uses generalization and suppression 

 

• Data Clustering is used to implement k-anonymity 

 

• K-anonymity not directly applicable to data streams 

 

• Propositions in literature applies k-anonymity on 

data streams by incorporating a buffer (sliding 

window) and delay constraints 

- 7 - 6/21/2013 



INTRODUCTION 
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MOTIVATION 

• Firstly, many crimes go unreported in developing 

countries for fear of privacy violations  
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MOTIVATION 

• How is crime reported in developing countries? 

 

 

 

 

 

 
N.B: Image is from http://www.cartoonstock.com 

 

• Unreported crime in Nigeria: 79% 

• Unreported crime in South Africa: 50% 
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MOTIVATION 

• Data mining can help to solve crimes faster. 

However, data mining raises privacy concerns 

as with other forms of data mining. 
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Image from http://www.c3dmw.com/IRDC3DMW/images/CloudComputing/DataMining1.jpg 



STATEMENT OF PROBLEM 

• Each tuple of Data Stream (DS) has a user-defined 

or pre-defined deadline 

 

 

• A major challenge is ensuring that a user-defined/ 

pre-assigned deadline between the incoming data 

and the corresponding anonymized output is not 

exceeded 
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RELATED WORK 

• Time monitoring in data streams anonymization 

is achieved using Landmark and Count-Based 

window processing techniques. 

 

 

 

 

TIME MONITORING 

TECHNIQUES 

COUNT 

BASED 
LANDMARK 
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RELATED WORK 

• Continously Anonymizing STreaming data via 

adaptive cLustEring , CASTLE (Cao, J et al, 

2011) uses count-based. The anonymization 

algorithm is applied as soon as the first tuple 

arrives in the buffer. 

 

• The reviewed-Fast Anonymizing Algorithm for 

Numerical Streaming DaTa (FAANST) uses 

landmark and count-based. It buffers the 

incoming tuple till it reaches a size of N, then 

applies the anonymization algorithm. 
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RELATED WORK 

• CASTLE checks the clusters for an expiring 

tuple, this verification time can lead to high time 

complexity. 
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RELATED WORK 
• Reviewed-FAANST 

 

 

 

 

 

 

 

• A tuple could still expire if a form of interruption, 

such as internet failure occurs 
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PROPOSED SOLUTION 

• An Effective Deadline Monitoring (EDM) Framework 

with three components 

 

• Release Time Monitor (RTM) 

 

 

• Delay Time Monitor (DTM) 

 

 

• Round Time Analyzer (RTA) 
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PROPOSED SOLUTION 

• RTM: Ensures a tuple is not released after its 

deadline  

 

 

6/21/2013 - 18 - 



PROPOSED SOLUTION 
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PROPOSED SOLUTION 

• DTM: verifies if a tuple will expire before the 

end of the next round of execution.  
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PROPOSED SOLUTION 
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SUMMARY 
• Need for data privacy in crime reporting 

 

• Need for anonymized output that meets  

deadline 

 

• Review of existing time monitoring system 

 

• Need for an improved time monitoring system 

 

• In future work, an appropriate implementation 

and experimentation strategy to validate our 

hypothesis.  
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